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The Command Was Valid
A valid command can still be malicious.

• Authentication tells the spacecraft who sent the command. It does not prove the command is 

safe, expected, or mission-appropriate.

– Reaction-wheel torque outside safe mission limits

– Thruster command outside a maneuver window

– Safe-mode exit at an unexpected time

– Authorized command used to disable a protection

Authenticated

source

Valid

encryption

Valid

packet

Valid

command ID
Malicious

parameters
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Trusting the Link Is Not Enough
The link can be protected while the vehicle is compromised.

Encryption protects the pathway. Onboard IDS watches what happens after access is granted.

• Authentication and encryption are highly 

effective against unauthorized 

communication but provide limited 

protection when the attacker compromises 

a trusted endpoint or uses valid 

credentials.

Auth +

Encryption
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Why the Ground May Never See It
Don’t Fall into the Trap

Ground-only monitoring creates blind spots during the exact 

window that matters.

• Let’s only monitor the telemetry on the ground

What If ????

• The attack occurs outside a ground contact window.

• The relevant operating-system or process telemetry 

is not downlinked.

– Cyber relevant telemetry is misunderstood and 

underutilized 

• The ground system itself may be the source of the 

compromise.

• The effect occurs faster than an operator can 

respond.

– Latency during contact windows provides advantage to 

attackers
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Monitoring a Space Mission for Cyber Intrusion
Be Accountable, Don’t Be Satisfied with Basic Protection / Level 1 Maturity

Maturity Level 0

No sensor placement anywhere and not monitoring hosts/endpoints

Maturity Level 1

Only dependent on border sensors (egress only) only traditional IT traffic with some, rarely all, 
machines  reporting to SIEM (i.e., Splunk/ELK). Ground only.

Maturity Level 2

Have sensors only at border feeding SOC capability but focus is only traditional IT traffic. All machines    
reporting to SIEM (i.e., Splunk/ELK). Sensors placed in-line of critical data flows feeding local SOC and 
analyzes TT&C traffic for bad commands going to SV.

Maturity Level 3

Sensors placed in-line of critical data flows feeding local SOC and analyzes TT&C traffic for bad   
commands & analyzing downlinked telemetry for intrusion. IDS deployed on SV.

Ground FEP Crypto
Gateway/
Antenna

SV

Often overlooked area for 

CND/IR monitoring

Given malicious commanding 

from ground is considered high 

risk, we need to monitor this link 

for malicious commanding

Aerospace has operational SW 

called Eirene Sceptre to help with 

monitoring TT&C using AI/ML 

and signatures

The future MUST include on-board monitoring to include:

• Commands/Telemetry

• Operating System

• SW uploads/downloads

• Critical memory regions

• FSW

• Payloads

• RF Signals

• …

Where many are…
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One of the key countermeasures that would have helped detect many previous mentioned 

attacks  onboard IDS

https://sparta.aerospace.org/resour

ces/Prioritization_SPARTA_CMs_p

ub.pdf 

SPARTA Countermeasure

 Prioritization

https://sparta.aerospace.org/resources/Prioritization_SPARTA_CMs_pub.pdf
https://sparta.aerospace.org/resources/Prioritization_SPARTA_CMs_pub.pdf
https://sparta.aerospace.org/resources/Prioritization_SPARTA_CMs_pub.pdf
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Pointers are Everywhere
USG Policy, Commercial, NIST, etc.

Detect is what connects the dots because it is the sensing layer that enables every other resiliency function to matter.

• Government experiments recommending 

detection for future missions

• Leads to NSS Policy identified importance of 

detection

  

https:/ /www.deloitte.com/us /en/insights/industry/government-public-sector-services/critical-need-for-cybersecurity-in-space-systems.html 

Using/combining only these 

40+ NIST 800-53 controls 

“should” result in an IDS/IPS 

being deployed on the spacecraft

https://www.deloitte.com/us/en/insights/industry/government-public-sector-services/critical-need-for-cybersecurity-in-space-systems.html
https://www.deloitte.com/us/en/insights/industry/government-public-sector-services/critical-need-for-cybersecurity-in-space-systems.html
https://www.deloitte.com/us/en/insights/industry/government-public-sector-services/critical-need-for-cybersecurity-in-space-systems.html
https://www.deloitte.com/us/en/insights/industry/government-public-sector-services/critical-need-for-cybersecurity-in-space-systems.html
https://www.deloitte.com/us/en/insights/industry/government-public-sector-services/critical-need-for-cybersecurity-in-space-systems.html
https://www.deloitte.com/us/en/insights/industry/government-public-sector-services/critical-need-for-cybersecurity-in-space-systems.html
https://www.deloitte.com/us/en/insights/industry/government-public-sector-services/critical-need-for-cybersecurity-in-space-systems.html
https://www.deloitte.com/us/en/insights/industry/government-public-sector-services/critical-need-for-cybersecurity-in-space-systems.html
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A Spacecraft Is Not a Data Center
The constraints are harder, but the behavior is more deterministic.

Defender advantage: spacecraft operations are often predictable enough to baseline command timing, process 

behavior, and subsystem state.

Enterprise IDS Spacecraft IDS

Continuous connectivity Intermittent contact

Abundant CPU + storage Severe resource constraints

Frequent patching Updates can be risky

Large log collection Limited telemetry bandwidth

Human response May need autonomous action
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Fault, Attack, or Both?
Seeing the Unseen…

An anomaly is evidence, not attribution. Context and correlation determine whether it is a fault, misuse, or attack.

Observable Benign or Fault Cause Potential Attack Cause

Unexpected time delta Oscillator drift, GNSS fault, bad time update Time spoofing or clock manipulation

Abnormal sensor value Radiation upset, sensor failure, calibration error Sensor-data or onboard-value manipulation

New process or syscall
Application restart, software defect, 

maintenance activity
Rogue application, malware, privilege abuse

CPU or memory spike
Fault recovery, software loop, workload 

increase

Resource exhaustion or ransomware-like 

behavior

Packet loss or latency RF conditions, handover, congestion Jamming, flooding, protocol manipulation

Traditional FDIR ≠ Enough

• Fault Detection, Isolation, and Recovery (FDIR) systems are a standard part of space vehicle design, aimed at handling 

random hardware or software failures due to environmental factors (radiation, thermal drift, aging components)

• These faults are often well-characterized behaviors and repeatable recovery procedures

Cyber Events Are Different but Similar in Effect

• Cyberattacks are intentional and can be considered dynamic faults injected with adversarial intent.

Same Outcomes, Different Origins

• The result of cyber faults is often indistinguishable from traditional system faults without contextual awareness 
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Introducing SpaceCOP
Space Cyber Orbital Protection

• An onboard, threat-informed intrusion detection capability that monitors 

spacecraft behavior for evidence of malicious or unauthorized activity.

• SpaceCOP is a custom cFS flight application that utilizes a custom 

kernel module to help with the detection of SPARTA IoBs

– Created custom kernel module to monitor for SYSCALLs

– Monitors file integrity

– Monitors disk/memory/CPU utilization

– Hooks into the software bus to monitors sensor states and commands

– Monitors for time delta

• The added IDS currently does not overwhelm system resources, showing that it is an effective way to monitor for IOBs

Onboard

Threat-informed

Behavior-based

Open-source cFS SpaceCOP

NASA Core Flight System application

Releases at DEF CON 34

Uses SPARTA IOBs

Integrates with cFS messages, events, telemetry, 

and Linux monitoring

Side-loaded SpaceCOP

Closed-source implementation

Broader compatibility beyond cFS

Separate monitoring environment

Designed to preserve visibility through stronger 

independence

Both versions try to answer the same question: what is the spacecraft doing right now, and does that behavior look adversarial?
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Multi-Threaded Flight Application
Ensures continuous monitoring without delay

• Command Monitoring

– Monitors all potential APIDs and looks for unknown messages

– Detects potential flooding attacks

– Monitors commands for sensors for state changes and parameters

– Monitors packet time

• Disk Monitoring

– Checks that available storage space remains above a defined threshold

• File Monitoring

– Compares contents and hashes of files within critical directories. Alerts if a file is added, changed, or deleted

• Memory Monitoring

– Monitors memory usage to detect processes that exceed the threshold amount

• Syscall Monitoring

– Utilizes custom kernel module to monitor any suspicious syscall activity

• System Monitoring

– Checks CPU usage for all programs to ensure they are below a defined threshold

– Detects any new processes being spawned
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Using SPARTA IOB for IDS Creation
Unexpected Time Delta Detected Example

An IOC tells us what artifact may be present 

An IOB tells us what the spacecraft is doing

• Review 2025’s DEF CON presentation for 

overview of IOBs

https://sparta.aerospace.org/resources/OTR202500882-DefCon2025-Hacking_Space_to_Defend_It_1.pdf 

Indicator of Compromise

Known malware hash

Known rogue process name

Known malicious IP address
Known command signature

Indicator of Behavior

Valid command outside approved window

Unexpected write to boot memory

Crypto key accessed by unexpected process
Unexpected subsystem communication

SPARTA

Technique

Adversary

Behavior

Indicator

of Behavior

Required

Data

SpaceCOP

Rule

Alert +

Context

https://www.youtube.com/watch?v=UL_c4K5dTuc 

https://sparta.aerospace.org/resources/OTR202500882-DefCon2025-Hacking_Space_to_Defend_It_1.pdf
https://sparta.aerospace.org/resources/OTR202500882-DefCon2025-Hacking_Space_to_Defend_It_1.pdf
https://sparta.aerospace.org/resources/OTR202500882-DefCon2025-Hacking_Space_to_Defend_It_1.pdf
https://sparta.aerospace.org/resources/OTR202500882-DefCon2025-Hacking_Space_to_Defend_It_1.pdf
https://sparta.aerospace.org/resources/OTR202500882-DefCon2025-Hacking_Space_to_Defend_It_1.pdf
https://www.youtube.com/watch?v=UL_c4K5dTuc
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Machine Learning Overview
Detecting Anomalies in cFS Messages

Alpha version is implemented into initial release of SpaceCOP

• Autoencoders used for detecting anomalies in provided data

• Training an autoencoder for each type of command and telemetry 

increases the accuracy and simplicity of the ML models

– Training materials in the lab are based off a “normal behavior script” 

– Models can be easily updated via CFDP if changes are needed

• Can be used for Explainable AI, showing which features of the data caused 

an input to be considered anomalous

Reaction Wheel 

Telemetry Value
Reaction Wheel 

Autoencoder

Anomalous 

Torque 

parameter
DISE-7

Thruster 

Autoencoder

(Other

Autoencoders)
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Key Considerations for Spaceborne Intrusion Detection
Detection must understand spacecraft behavior, mission context, and space-specific data

The space-cyber domain today mirrors early ICS/OT security with limited vendor ecosystem, bespoke protocols, 

and few tailored detection tools. Now many COTS and FOSS products support ICS/OT protocols, detections, etc.

• Define What “Bad” Looks Like

– Establish normal command and telemetry behavior early (pre-flight, simulation, digital twin).

– Treat anomaly detection as mission-specific where each spacecraft has its own operational “signature.”

– Incorporate real mission data into behavioral baselines for both nominal and off-nominal ops.

• Adopt a Common Threat Taxonomy

– Use frameworks like SPARTA to derive detections via Indicators of Behavior (IOBs) which map to 

adversary TTPs.

– Standardize how detections are expressed and shared (e.g., STIX 2.1).

• Enable Tools to Understand Space Telemetry

– Extend DCO tools (Splunk, ELK, Zeek) to parse CCSDS, CFDP, and mission-specific protocols.

– Implement telemetry decoders that normalize data before analytics or SIEM ingestion.

• Market may be too small for vendors to invest in space-protocol capabilities – industry growing quickly.

– Build reusable parsing layers to make detections portable across missions.
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Key Considerations for Spaceborne Intrusion Detection
Detection must understand spacecraft behavior, mission context, and space-specific data

Detection isn’t a bolt-on capability & it must be engineered into the mission architecture from the start.

• Account for Mission-Specific Architectures

– Plan for unique command/telemetry databases and automate schema ingestion where possible.

• Aerospace built tool for mission that mapped all SPARTA IOBs to existing telemetry pneumonic

– Also, leveraged design documents and RAG to derive “normal” limit values to drive anomalous 

detection

– Leverage spacecraft modes and transitions to guide mode-aware detection logic.

– Use modular detection logic that ties to subsystem roles (ADCS, EPS, FSW, etc.).

•  Design for Context Awareness

– Identical commands or telemetry patterns can be safe in one mode and catastrophic in another.

– Detection must be mode-, phase-, and subsystem-aware (e.g., safe mode, orbit insertion, payload ops).

– Avoid static thresholds and use adaptive baselines that evolve over mission life.

– Incorporate physics- or control-model–based validation to confirm abnormal telemetry.
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Cyber Threat Intelligence

• Indicators within SpaceCOP generate CTI based on triggers

• Formatted in the STIX 2.1 language for computer ingestion

• Includes 

– Timestamps

– Geographical locations

– Any relevant artifacts <big TBD>

• Current standard lacking

• Stored onboard until download

 is requested

Spacecraft #1Spacecraft #2
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Upgrading to Intrusion Prevention
The next big step

• With the ability to detect threats, the next step is to prevent them

– Sophisticated threat actors will perform attacks when telemetry is not easily available

• With CTI reports being generated, the next logical step is to take the reports, actively search for the issues, 

and prevent them before the attack is performed

– Easier said than done!

• Things to do before this ability can be performed:

– Identify acceptable risk to mission before automatically blocking commands, removing/quarantining files, etc.

• Will need an ability to custom tailor for all missions using SpaceCOP

– Implement AI/ML to determine the correct course of action for each indicator

Log Alert Collect Restrict Isolate Recover
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Automated Cyber Response Is No Longer Optional
Spacecraft must respond in real time, integrating with FMS is key to mission continuity

Detection and Response are Necessary, Cyber can be Mission Killer

• Automated response is essential

– Spacecraft must be equipped to isolate faults, block malicious commands, or switch to safe 

configurations without waiting for ground input

• Integrating with Fault Management System (FMS) is critical

– Cyber response must tie into existing fault management systems to avoid conflicts, reduce risk 

of false positives, and ensure mission continuity.

• Cyber must become a first-class spacecraft function

– Like attitude control or thermal regulation, cyber defense must operate as a real-time onboard 

control system, not just a monitoring tool

• Call to action paper in November 2019 identified this

• SPARTA techniques and now IOBs support this position that

attacks can occur and be detected but response is 

needed to assure mission continuity

https://csps.aerospace.org/sites

/default/files/2021-
08/Bailey_DefendingSpacecraft

_11052019.pdf 

https://csps.aerospace.org/sites/default/files/2021-08/Bailey_DefendingSpacecraft_11052019.pdf
https://csps.aerospace.org/sites/default/files/2021-08/Bailey_DefendingSpacecraft_11052019.pdf
https://csps.aerospace.org/sites/default/files/2021-08/Bailey_DefendingSpacecraft_11052019.pdf
https://csps.aerospace.org/sites/default/files/2021-08/Bailey_DefendingSpacecraft_11052019.pdf
https://csps.aerospace.org/sites/default/files/2021-08/Bailey_DefendingSpacecraft_11052019.pdf
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Let’s Get To >>>> Maturity Level 3
Should Be Monitoring …

Sensors placed in-line of critical data flows feeding local SOC and analyzes TT&C traffic for 
bad   commands & analyzing downlinked telemetry for intrusion. IDS deployed on SV.

Ground FEP Crypto
Gateway/
Antenna

SV
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Houston, We Have Visibility
Download SpaceCOP Today

Break it. Test it. Build detections. Contribute spacecraft behaviors we have not considered.

The link is not the final trust boundary.

A valid command may still be malicious.

Detection must exist where the mission is affected.
SPARTA IOBs

sparta.aerospace.org

20
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Any Questions?
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