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The Cybersecurity in Space Problem

By defining the right cyber requirements/countermeasures, customers will be able reduce cyber risk for the space system

• Traditional spacecraft/payload architectures, sub-systems, and supply chains were developed before 

current cyber threats were envisioned 

• Traditionally, cybersecurity for DoD, civilian and commercial space systems has concentrated on the 
ground segment with minimal, if any, cyber protections onboard the SV/payload

– Encryption/Authentication, TRANSEC, COMSEC, and TEMPEST are typically the only controls (if any)

• Aerospace is helping lead advancement in cybersecurity 

for the spacecraft and ground systems

– Many articles/publications identify problems, but few are 

solutions oriented

• Aerospace has had concerted effort on publishing 

information publicly to inform commercial & gov space sector

– One area is helping customers define the “right” requirements

• Defining the requirements using threats / tactics, techniques

and procedures (TTPs) vice compliance requirements (ISO/

RMF baselines generated for traditional IT)

– TOR 2021-01333 REV A and now SPARTA provide 

resources to managers/developers/etc. to implement

countermeasures to reduce cyber risk for space systems

blue lines indicate normal expected communications/access

red lines indicate communications from adversary’s infrastructure directly

https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://sparta.aerospace.org/
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Example Cyber Incidents Against Space Systems

Since 20073 several elite APT groups have 

been using — and abusing — satellite links to 
manage their operations — most often, their 
C&C infrastructure, for example, Turla.

Black Hat 20202: Eavesdropping on Sat 

ISPs. Basically, ISP not protecting their links 
and it can be picked up easily.

April 20054: A rogue program penetrated 

NASA KSC networks, surreptitiously gathered 
data from computers in the Vehicle Assembly 
Building and removed that data through covert 

channels.

20115: Cybercriminals managed to 
compromise the accounts of about 150 most 
privileged JPL users.

20187: Weaknesses in JPL’s system of 

security controls exploited; attacker moved 
undetected within multiple internal networks for 
about 10 months

June/July 20081:  Terra EOS AM-1/Landsat-7, 

attempted satellite hijacking, hackers achieved 
all steps for remote command of satellite.

2013-2014:6 UT Austin Radio-Navigation Lab 
conducts GPS spoofing for UAV control and 

navigation interruption.

1. SPACE: Cybersecurity’s Final Frontier, London Cybersecurity Report, June 2015. 

2. Black Hat 2020: Satellite Comms Globally Open to $300 Eavesdropping Hack, Threatpost, Aug. 2020

3. Turla APT Group Abusing Satellite Internet Links, Threatpost, Sep. 2015

4. Netw ork Security Breaches Plague NASA, Bloomberg, Nov 2008

5. Hackers Seized Control of Computers in NASA's Jet Propulsion Lab, WIRED, Mar. 2012 
6. UT Austin Radio Radionavigation Laboratory

7. 2019 NASA OIG Report

8. Cyber security in New  Space
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https://static1.squarespace.com/static/56d0212027d4bded627db544/t/56deb84c3c44d8eb68c68083/1457436755011/LCS+June+Report-web.pdf
https://threatpost.com/black-hat-satellite-comms-eavesdropping-hack/158146/
https://threatpost.com/turla-apt-group-abusing-satellite-internet-links/114586/
https://www.bloomberg.com/news/articles/2008-11-19/network-security-breaches-plague-nasa
https://www.wired.com/2012/03/jet-propulsion-lab-hacked/
https://radionavlab.ae.utexas.edu/index.php?option=com_content&view=category&layout=blog&id=25&Itemid=27
https://oig.nasa.gov/docs/IG-19-022.pdf
https://link.springer.com/article/10.1007/s10207-020-00503-w
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Attacks / TTPs can occur 

across all segments within a 

space system {i.e., ground, 

link, and space} to achieve

the desired impact

for the threat actor

SPD-51 defines “Space System” as 

“a combination of systems, to include 
ground systems, sensor networks, 
and one or more space vehicles, that 

provides a space-based service.” 

Attacks/TTPs

SPD-51 states Protection against 

unauthorized access to critical space 
vehicle functions.  This should include 
safeguarding command, control, and 

telemetry links using effective and 
validated authentication or encryption 

measures designed to remain secure 
against existing and anticipated 
threats during the entire mission 

lifetime

TTP= Tactics, Techniques, & Procedures

Problem Statement: Where are these documented for space and how do you mitigate?

https://trumpwhitehouse.archives.gov/presidential-actions/memorandum-space-policy-directive-5-cybersecurity-principles-space-systems/
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Space Attack Research & Tactic Analysis (SPARTA) – Launched Oct 2022
Filling the TTP Gap for Space

• Cybersecurity matrices are industry-standard tools and approaches for 

commercial and government users to navigate rapidly evolving cyber 

threats and vulnerabilities and outpace cyber threats

– They provide a critical knowledge base of adversary behaviors 

– Framework for adversarial actions across the attack lifecycle with applicable countermeasures

• Current cybersecurity matrices (including MITRE ATT&CK) are limited to ground systems which lead to a gap!

• Aerospace’s SPARTA is the first-of-its-kind body of knowledge on cybersecurity protections for spacecraft 

and space systems, filling a critical vulnerability gap exists for the U.S. space enterprise

SPARTA provides unclassified information to space professionals about how spacecraft may be compromised

https://attack.mitre.org/matrices/enterprise/
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International Collaboration
CyberInflight

• Expanding the reference section with CyberInflight’s 

space security attacks database

– Working with them to map TTPs

to increase the real-world examples

of the TTPs in use by threat 

actors

• Inclusion of their database 

deployed in July 2023 – v1.3.2

– https://sparta.aerospace.org/resources/updates-current 

• Since Oct 2022, received input from SPARTA from 

many government and commercial entities

– Including inputs from several international partners

https://sparta.aerospace.org/contribute 

https://sparta.aerospace.org/resources/updates-current
https://sparta.aerospace.org/contribute
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• Space system developers

– Engineers now have a resource that contains TTPs, threats, and countermeasures to enable the engineering of 

protections early in the lifecycle -- establishing countermeasures to disrupt the attack chains

• Defensive Cyber Operations

– Enables the building of monitoring solutions, analytics, automation, etc. for DCO Operators/Blue Team members

• Measure how effective systems/operators are at detecting TTPs for their specific space system

– Ex: These commands/telemetry possibly indicate TTP attacking the software watchdog timer {EX-0012.11}

• Threat intelligence reporting / tracking of TTPs

– Report data to the community tying threat actor’s TTPs against space systems using a common taxonomy

• Leverage the unique identifiers and aggregate reporting using a similar approach as the current industry standard 

for Enterprise IT systems

• Assessments / Table-Tops

– Provides a framework for assessment engineers / red teamers to leverage for designing attack chains against the 

space segment

• Education / Training / Research

– Expands the footprint of knowledge to a wider audience – raises the bar on what is considered common knowledge

SPARTA Use Cases

SPARTA will crowdsource info from space enterprise researchers and threat intel via sparta@aero.org

Deep Dive on Some Use Cases
https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf 

Attack Chain Development Can Support All Use Cases

mailto:sparta@aero.org
https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf
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Building Spacecraft Attack Chains using 
Attack Chains / Attack Flow != Cyber Kill Chain 

• Attack Chains help demonstrate exactly what an attacker is doing at every step of the way - in a simple and 

easy to understand visual story

– This is not Cyber Kill Chain which are stages comprising 
a cyberattack, geared towards “breaking” 
any phase of the “kill chain” which stop an attacker

• Attack Chains using ATT&CK and or SPARTA are more than a sequence of attack tactics

– Knowledge base that correlates environment-specific (IT, OT/ICS, Cloud, Space) cybersecurity 
information along a hierarchy of TTP, and other knowledge (detections, mitigations, countermeasures, etc.)

• Ex: building the attack chains, especially in SPARTA, helps derive 
countermeasures | mapper

New Attacks using Simulation

• Supply Chain Attack

– Time bomb that executes 

command sequence 30 

secs after boot

• Reaction Wheel Attack 

– Sending commands from 

rogue ground station due 

to no auth/encryption

https://sparta.aerospace.org/countermeasures/SPARTA
https://sparta.aerospace.org/countermeasures/mapper
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Building Spacecraft Attack Chains

Blast from the Past

• Replay Attack from DefCon 2020

• Memory Injection Attack DefCon 2022

New Attacks
• Supply Chain Attack – Time bomb that executes command sequence 30 secs after boot

• Reaction Wheel Attack – Sending commands from rogue ground station due to no auth/encryption

CySat 2023

• ESA OPS-SAT Attack

Theoretical Attack Chain in Backup

• PCspooF
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Resources to Help

• ATT&CK - https://attack.mitre.org/ -- if doing attack chains for IT/Enterprise/Ground Systems

– https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf

– https://www.cisa.gov/sites/default/files/2023-01/Best%20Practices%20for%20MITRE%20ATTCK%20Mapping.pdf 

– https://github.com/cisagov/decider 

– https://center-for-threat-informed-defense.github.io/attack-flow/ui/ 

• SPARTA - https://sparta.aerospace.org/resources/ 

– https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c 

– https://aerospace.org/article/leveraging-sparta-matrix 

– SPARTA can help educate on the types of space TTPs

• SPARTA tools like navigator can help visualize the attack chains - https://sparta.aerospace.org/navigator 

• SPARTA’s countermeasure mapper helps understand how countermeasure impact TTPs 

https://sparta.aerospace.org/countermeasures/mapper 

https://attack.mitre.org/
https://www.cisa.gov/sites/default/files/2023-01/Best%20Practices%20for%20MITRE%20ATTCK%20Mapping.pdf
https://www.cisa.gov/sites/default/files/2023-01/Best%20Practices%20for%20MITRE%20ATTCK%20Mapping.pdf
https://github.com/cisagov/decider
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://sparta.aerospace.org/resources/
https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
https://aerospace.org/article/leveraging-sparta-matrix
https://sparta.aerospace.org/navigator
https://sparta.aerospace.org/countermeasures/mapper
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https://www.cisa.gov/sites/default/files/2023-01/Best%20Practices%20for%20MITRE%20ATTCK%20Mapping.pdf 

https://www.cisa.gov/sites/default/files/2023-01/Best%20Practices%20for%20MITRE%20ATTCK%20Mapping.pdf
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https://www.cisa.gov/sites/default/files/2023-01/Best%20Practices%20for%20MITRE%20ATTCK%20Mapping.pdf 

https://www.cisa.gov/sites/default/files/2023-01/Best%20Practices%20for%20MITRE%20ATTCK%20Mapping.pdf
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Example Attack Chains from the Past

Attacker performs a man-in-the-middle attack at the ground station where they record command packets in the UDP traffic [REC-0005 , RD-

0005.01] for replaying to the spacecraft [EX-0001.01]. In this example UDP mimics the radio frequency link. This same attack could be applied 
through RF signal sniffing [REC-0005.01, IA-0008.01] vice UDP captures. From the spacecraft perspective, the flight software processes the traffic 
whether or not the traffic is coded to radio frequency signals and then decoded on the spacecraft. Upon receiving commands, the spacecraft flight 

software responds by downlinking command counter data to the ground indicating that commands were received [EXF-0003.02]. In this scenario, 
the attacker collected the commands at the ground station [EXF-0003.01, EXF-0007] and then promptly replay the traffic to the spacecraft [EX-

0001.01] thereby causing the flight software to reprocess the commands again [EX-0001].  This would be visible in the downlinked command 
counters [REC-0005.02, EXF-0003.02] and unless the ground operators are monitoring specific telemetry points, this attack would likely go 
unnoticed. If the replayed commands were considered critical commands like firing thrusters, then more critical impact on the spacecraft could be 

encountered [IMP-0002, IMP-0004, IMP-0005].

DefCon 2020 – Exploiting Spacecraft Example (https://www.youtube.com/watch?v=b8QWNiqTx1c)

https://www.youtube.com/watch?v=b8QWNiqTx1c
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Replay Attack & Command Link Intrusion

Eavesdropping
https://sparta.aerospace.org/technique/REC-0005/01/  

https://sparta.aerospace.org/technique/EXF-0003/ 

Replay 
https://sparta.aerospace.or

g/technique/EX-0001/ 

Command Link Intrusion from Ground

https://sparta.aerospace.org/technique/IA-0007/ 
https://sparta.aerospace.org/technique/IA-0008/01/  

Example SPARTA Countermeasures

Disrupt/Degradation

https://sparta.aerospace.org/technique/IMP-0002/
https://sparta.aerospace.org/technique/IMP-0004/  

https://sparta.aerospace.org/technique/REC-0005/01/
https://sparta.aerospace.org/technique/EXF-0003/
https://sparta.aerospace.org/technique/EX-0001/
https://sparta.aerospace.org/technique/EX-0001/
https://sparta.aerospace.org/technique/IA-0007/
https://sparta.aerospace.org/technique/IA-0008/01/
https://sparta.aerospace.org/technique/IMP-0002/
https://sparta.aerospace.org/technique/IMP-0004
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Example Attack Chains from the Past

DefCon 2022 - Memory Manipulation Attack (https://www.youtube.com/watch?v=t_efCpd2PbM)

This example requires significant effort in the reconnaissance phase [REC-0001, REC-0003] to understand the specific attack vectors.  However, 
after understanding the memory maps/locations and how the VxWorks and PowerPC interrelates, the attack can be performed to disrupt [IMP-0002] 
and deny [IMP-0003] the spacecraft’s ability to process information. Upon performing all the necessary research, a single command packet is all 

that is required to affect the spacecraft. Understanding the precise memory location and overwriting it with desired values, exploits the inherit trust 
between the ground and the spacecraft [IA-0009].

In this exploit example, the attacker leverages the authenticated/encrypted command pathway to send two commands to the spacecraft [IA-

0007.02, EX-0006]. A simple NO-OP for demonstration purposes followed by a “magic packet” or “kill-pill” that corrupts the running state of the 
PowerPC processor thereby disabling the spacecraft’s ability to process information. The below figure shows redacted informat ion to remove the 
actual corrupting content, but the “vxworks!” is essentially the kernel throwing a panic and crashing. This is where having d irect memory access [EX-

0012.03] via the spacecraft flight software can be dangerous and must be protected [EX-0009.01]. There are many instances where the ground 
can issue legitimate commands to 

degrade/deny/destroy 
[IMP-0004, IMP-0003, IMP-0005] the spacecraft 
which puts pressure on fault management to 

account for this truth  [REC-0001.09].

https://www.youtube.com/watch?v=t_efCpd2PbM
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Fuzzing Memory Addresses
Lots of Trial and Error

• Hardware design documentation reveals “features” of hardware design

– Can these features be leveraged for nefarious purposes?

• Creating faults, abusing functions, etc. from design docs are common

TTPs when performing aggression on spacecraft technology

• Lots of debugging and reverse engineering later 

– Setting breakpoints, working with registers, memory regions, etc.

• Digital twins come in extremely handy during this research

– See: Hunting for Spacecraft Zero Days using Digital Twins

– Triggering exceptions and understanding what they mean

https://www.nxp.com/docs/en/user-guide/MPCFPE_AD_R1.pdf  

https://www.youtube.com/watch?v=t_efCpd2PbM
https://www.nxp.com/docs/en/user-guide/MPCFPE_AD_R1.pdf
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Manually Invoking Crash – Post Fuzzing
Confirming Input Results Provides Desired Reaction
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Initiating the Crash from the Ground
Mapping the TTPs

• Sending No-Op followed by Magic Packet to crash the spacecraft

processor

– This is where having direct memory access via the spacecraft FSW can

be dangerous and must be protected

• The inherit trust between ground systems and spacecraft MUST be 

accounted for and better protections on-board the spacecraft

are necessary moving forward

– Too many instances where the ground can issue legitimate

commands to degrade/deny/destroy the spacecraft

• Must extend fault management to account

for this truth

Ground System SW

Command from Ground 
https://sparta.aerospace.or

g/technique/IA-0007/02/  

Memory Write
https://sparta.aerospace.or

g/technique/EX-0012/03/ 

Malicious Use of FSW
https://sparta.aerospace.or

g/technique/EX-0009/01/ 

Disrupt/Denial

https://sparta.aerospace.org/technique/IMP-0002/
https://sparta.aerospace.org/technique/IMP-0003/ 

Example SPARTA Countermeasures

https://sparta.aerospace.org/technique/IA-0007/02/
https://sparta.aerospace.org/technique/IA-0007/02/
https://sparta.aerospace.org/technique/EX-0012/03/
https://sparta.aerospace.org/technique/EX-0012/03/
https://sparta.aerospace.org/technique/EX-0009/01/
https://sparta.aerospace.org/technique/EX-0009/01/
https://sparta.aerospace.org/technique/IMP-0002/
https://sparta.aerospace.org/technique/IMP-0003/
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Supply Chain Injection – Boot Sequence (RTS)

Inject Malicious Code & Time Synchronized Execution: Relative 

Time Sequences
https://sparta.aerospace.org/technique/EX-0010/ 

https://sparta.aerospace.org/technique/EX-0008/02/ 

Compromise Supply Chain: Software Supply Chain
https://sparta.aerospace.org/technique/IA-0001/02/ 

RTS001 loads after boot

RTS001

Disrupt/Denial

https://sparta.aerospace.org/technique/IMP-0002/
https://sparta.aerospace.org/technique/IMP-0003/ 

Reboot command but 

could be “anything” – 

like reaction wheels?

https://sparta.aerospace.org/technique/EX-0010/
https://sparta.aerospace.org/technique/EX-0008/02/
https://sparta.aerospace.org/technique/IA-0001/02/
https://sparta.aerospace.org/technique/IMP-0002/
https://sparta.aerospace.org/technique/IMP-0003/
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Rogue Ground Station – Attacking Reaction Wheel
Spinning a CubeSat Uncontrollably

• Many CubeSats do not implement strong, sometimes any, 

authentication / encryption – therefore, can could be vulnerable to 

command link intrusion from Rogue Ground Station

• Requires reconnaissance on spacecraft

• This attack creates a CCSDS frame to send to spacecraft

from a rogue ground station

Rogue Ground 
System SW

1992c000000303001400

Command Link Intrusion from Rogue Ground

https://sparta.aerospace.org/technique/IA-0008/01/  

Modify On-Board Values: Attitude Determination & Control

https://sparta.aerospace.org/technique/EX-0012/08/ 

Gather Spacecraft Design Information: Software

https://sparta.aerospace.org/technique/REC-0001/01/ 

Gather Spacecraft Communications Information: Commanding Details

https://sparta.aerospace.org/technique/REC-0003/02/ 

Example SPARTA Countermeasures

Disrupt/Denial/Degrade

https://sparta.aerospace.org/technique/IMP-0002/
https://sparta.aerospace.org/technique/IMP-0003/

https://sparta.aerospace.org/technique/IMP-0004/  

https://github.com/nasa/nos3 

https://sparta.aerospace.org/technique/IA-0008/01/
https://sparta.aerospace.org/technique/EX-0012/08/
https://sparta.aerospace.org/technique/REC-0001/01/
https://sparta.aerospace.org/technique/REC-0003/02/
https://sparta.aerospace.org/technique/IMP-0002/
https://sparta.aerospace.org/technique/IMP-0003/
https://sparta.aerospace.org/technique/IMP-0004/
https://github.com/nasa/nos3
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Mapping Attack Chain to Countermeasures

CM0001 Protect Sensitive Information CM0029 TRANSEC

CM0002 COMSEC CM0030 Crypto Key Management

CM0004 Development Environment Security CM0031 Authentication

CM0005 Ground-based Countermeasures CM0032 On-board Intrusion Detection & Prevention

CM0008 Security Testing Results CM0033 Relay Protection

CM0010 Update Software CM0034 Monitor Critical Telemetry Points

CM0011 Vulnerability Scanning CM0035 Protect Authenticators

CM0012 Software Bill of Materials CM0039 Least Privilege

CM0013 Dependency Confusion CM0040 Shared Resource Leakage

CM0014 Secure boot CM0042 Robust Fault Management

CM0015 Software Source Control CM0043 Backdoor Commands

CM0016 CWE List CM0044 Cyber-safe Mode

CM0017 Coding Standard CM0047 Operating System Security

CM0018 Dynamic Analysis CM0052 Insider Threat Protection

CM0019 Static Analysis CM0053 Physical Security Controls

CM0020 Threat modeling CM0054 Two-Person Rule

CM0021 Software Digital Signature CM0055 Secure Command Mode(s)

CM0023 Configuration Management CM0069 Process White Listing

CM0025 Supplier Review CM0070 Alternate Communications Paths

CM0026 Original Component Manufacturer

Many of these countermeasures 

likely not feasible for mission that 

are already launched

SPARTA has direct 

mapping from TTP to 
Countermeasures
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Combining the 4 Attack Chains
SPARTA Navigator – Extracting Countermeasures / NIST Controls

AC-3(11) SA-10(7) MA-3(1) AC-3 SC-28(11) CA-3(6) SI-4(15) CP-9 SI-10(5)

AC-4(23) SA-11 MA-3(2) AC-3(13) SC-28(3) CA-3(7) SI-4(16) CP-9(1) SI-3(8)

AC-4(25) SA-11(2) MA-3(3) AC-3(15) SC-3 CA-7 SI-4(17) CP-9(2) PE-19

CM-12 SA-11(9) MA-4 AC-3(4) SC-38 CA-7(1) SI-4(2) CP-9(3) PE-19(1)

CM-12(1) SA-15 MA-4(1) AC-4 SC-39 CA-7(6) SI-4(20) IA-11 PE-21

PM-11 SA-15(3) MA-4(3) AC-4(24) SC-4 CA-8 SI-4(22) IA-12 CP-11

PM-17 SA-15(7) MA-4(6) AC-4(26) SC-45 CA-9 SI-4(23) IA-12(1) PM-16

SA-3(1) SA-17 MA-4(7) AC-4(31) SC-45(1) CM-10(1) SI-4(24) IA-12(2) SA-15(8)

SA-3(2) SA-2 MA-5(1) AC-4(32) SC-45(2) CM-11 SI-4(25) IA-12(3) SC-32(1)

SA-4(12) SA-22 MA-6 AC-6 SC-49 CM-11(2) SI-4(4) IA-12(4) SA-10(3)

SA-5 SA-3 MA-7 AC-6(1) SC-5 CM-11(3) SI-4(5) IA-12(5) SA-10(4)

SA-9(7) SA-4 MP-2 AC-6(10) SC-5(1) CM-14 SI-5 IA-12(6) CA-8(3)

SI-21 SA-4(1) MP-3 AC-6(2) SC-5(2) CM-2 SI-5(1) IA-2 CM-4(1)

SI-23 SA-4(10) MP-4 AC-6(3) SC-5(3) CM-2(2) SI-6 IA-2(1) SA-11(1)

SR-12 SA-4(2) MP-5 AC-6(5) SC-50 CM-2(3) SI-7 IA-2(12) SA-11(4)

SR-7 SA-4(3) MP-5(4) AC-6(8) SC-51 CM-2(7) SI-7(1) IA-2(2) SA-11(5)

AC-1 SA-4(5) MP-6 AC-6(9) SC-7 CM-3 SI-7(17) IA-2(5) SA-11(6)

AC-10 SA-4(7) MP-6(3) AC-7 SC-7(10) CM-3(1) SI-7(2) IA-2(6) SA-11(7)

AC-11 SA-4(9) MP-7 AC-8 SC-7(11) CM-3(2) SI-7(5) IA-2(8) SA-11(8)

AC-11(1) SA-8 PE-3(7) AT-2(4) SC-7(12) CM-3(5) SI-7(7) IA-3 SA-15(5)

AC-12 SA-8(14) PL-10 AT-2(5) SC-7(13) CM-3(7) SI-7(8) IA-3(1) CM-7(4)

AC-12(1) SA-8(15) PL-11 AT-2(6) SC-7(14) CM-3(8) SR-1 IA-4 RA-5(3)

AC-14 SA-8(18) PL-8 AT-3 SC-7(18) CM-4 SR-10 IA-4(9) CM-8(7)

AC-16 SA-8(21) PL-8(1) AT-3(2) SC-7(21) CM-5(1) SR-11 IA-5 SI-7(12)

AC-16(6) SA-8(22) PL-8(2) AT-4 SC-7(25) CM-5(5) SR-11(1) IA-5(1) SI-7(15)

AC-17 SA-8(23) PL-9 AU-10 SC-7(29) CM-6 SR-11(2) IA-5(13) CM-5

AC-17(1) SA-8(24) PM-16(1) AU-11 SC-7(3) CM-6(1) SR-11(3) IA-5(14) SI-7(9)

AC-17(10) SA-8(9) PM-30 AU-12 SC-7(4) CM-6(2) SR-2 IA-5(2) AT-2

AC-17(2) SA-9 PM-30(1) AU-12(1) SC-7(5) CM-7 SR-2(1) IA-5(7) AT-2(2)

AC-17(3) SA-9(1) PM-31 AU-12(3) SC-7(7) CM-7(1) SR-3 IA-5(8) AU-13

AC-17(4) SA-9(2) PM-32 AU-14 SC-7(8) CM-7(2) SR-3(1) IA-6 PE-2

AC-17(6) SA-9(6) RA-10 AU-14(1) SC-7(9) CM-7(3) SR-3(2) IA-7 PM-12

AC-17(9) SC-10 RA-3(1) AU-14(3) SC-8 CM-7(5) SR-3(3) IA-8 PM-14

AC-18 SC-12 RA-3(2) AU-2 SC-8(1) CM-7(8) SR-4 IR-2 PS-3

AC-18(1) SC-12(1) RA-3(3) AU-3 SC-8(2) CM-7(9) SR-4(1) IR-2(2) PS-4

AC-18(3) SC-12(6) RA-3(4) AU-3(1) SC-8(5) CM-8 SR-4(2) IR-2(3) PS-5

AC-18(4) SC-13 RA-5 AU-4 SI-10 CM-8(1) SR-4(3) IR-3(3) PS-8

AC-18(5) SC-15 RA-5(10) AU-4(1) SI-10(3) CM-8(2) SR-4(4) IR-4 AC-3(2)

AC-19 SC-16(2) RA-5(11) AU-5 SI-10(6) CM-8(3) SR-5 IR-4(1) PE-3

AC-19(5) SC-16(3) RA-5(2) AU-5(1) SI-11 CM-8(4) SR-5(1) IR-4(11) AC-3(3)

AC-2 SC-18(1) RA-5(4) AU-5(2) SI-14(3) CM-9 SR-5(2) IR-4(12) AC-3(8)

AC-2(1) SC-18(2) RA-5(5) AU-5(5) SI-16 CP-10 SR-6 IR-4(13) PE-2(1)

AC-2(11) SC-18(3) RA-7 AU-6 SI-19(4) CP-10(2) SR-6(1) IR-4(14) PE-2(3)

AC-2(12) SC-18(4) RA-9 AU-6(1) SI-2 CP-10(4) SR-8 IR-4(3) PE-3(1)

AC-2(13) SC-2 SA-10 AU-6(3) SI-2(2) CP-2 SR-9 IR-4(4) PE-3(2)

AC-2(2) SC-2(2) SA-10(1) AU-6(4) SI-2(3) CP-2(2) SR-9(1) IR-4(5) PE-3(3)

AC-2(3) SC-20 AU-6(5) SI-2(6) CP-2(5) SC-40 IR-4(6) PE-3(5)

AC-2(4) SC-21 AU-6(6) SI-3 CP-2(8) SC-40(1) IR-4(7) SC-47

AC-2(9) SC-22 AU-7 SI-3(10) CP-3(1) SC-40(3) IR-4(8) SI-17

AC-20 SC-23 AU-7(1) SI-4 CP-4(5) SC-40(4) IR-5 AC-4(2)

AC-20(1) SC-23(1) AU-8 SI-4(1) CP-8 SC-8(4) IR-5(1) SA-17(7)

AC-20(2) SC-23(3) AU-9 SI-4(10) CP-8(1) AC-3(10) IR-6 AC-4(14)

AC-20(3) SC-23(5) AU-9(2) SI-4(11) CP-8(2) SC-12(2) IR-6(1) SC-6

AC-20(5) SC-24 AU-9(3) SI-4(12) CP-8(3) SC-12(3) IR-7 SC-7(20)

AC-21 SC-28 AU-9(4) SI-4(13) CP-8(4) SC-13(1) IR-7(1) SI-13

AC-22 SC-28(1) CA-3 SI-4(14) CP-8(5) SC-13(2) MA-2 CP-12

MA-3

https://sparta.aerospace.org/navigator 

https://sparta.aerospace.org/navigator
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Combining the 4 Attack Chains
SPARTA Navigator – Extracting Countermeasures / NIST Controls

https://sparta.aerospace.org/navigator 

Countermeasure      NIST 800-53     Sample “Shalls”

https://sparta.aerospace.org/navigator
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Let’s Apply This to a “Real” Event
CySat 2023 – OPS-SAT Hacking Demonstration

• Took place on April 26-27th in Paris, France

• Cybersecurity researchers demonstrated how they 

seized control of a European Space Agency (ESA) 
satellite. 

– For those interested, a full retrospective of the 

previous 2022 event is available here. 

• Prior to CYSAT ’23, researchers from the Thales 

Group worked in collaboration with ESA members to 

perform the structured experiment, which was 

unveiled at CYSAT ‘23. 

– The experiment involved performing a cyber-

attack against ESA’s OPS-SAT, a nanosatellite 

that was launched in December 2019, and 

contains “an experimental computer ten times 

more powerful than any current ESA spacecraft.” 

The CYSAT ’23 cyber exercise builds upon similar 

events like the Hack-a-Sat program sponsored by the 

United States Air Force and United States Space Force 

that has occurred every year since 2020. Hack-a-Sat 4 

in 2023 will leverage a 3U CubeSat called moonlighter 

in August 2023 at DefCon 31. The CubeSat’s concept 

has a “cyber payload” that is independently recoverable 

via an alternate communication path which has been 

developed to train defensive cybersecurity researchers 

on a controlled, operational system.

The SPARTA team analyzed Thales Group’s CYSAT ’23 presentation material, as well as an article from The Record, to 

deconstruct the experiment and extract lessons learned and potential countermeasures to prevent such attacks. To 

accomplish this, SPARTA was leveraged to identify the tactics, techniques, and associated countermeasures associated 

with the experiment/attack.

Full Analysis: https://medium.com/the-aerospace-

corporation/hacking-an-on-orbit-satellite-an-analysis-of-the-cysat-
2023-demo-ae241e5b8ee5 

https://cysat.eu/
https://www.thalesgroup.com/en
https://www.thalesgroup.com/en
https://www.esa.int/Enabling_Support/Operations/OPS-SAT
https://hackasat.com/
https://hackasat.com/moonlighter/
https://defcon.org/
https://therecord.media/space-cybersecurity-satellite-hacked-esa-thales
https://medium.com/the-aerospace-corporation/hacking-an-on-orbit-satellite-an-analysis-of-the-cysat-2023-demo-ae241e5b8ee5
https://medium.com/the-aerospace-corporation/hacking-an-on-orbit-satellite-an-analysis-of-the-cysat-2023-demo-ae241e5b8ee5
https://medium.com/the-aerospace-corporation/hacking-an-on-orbit-satellite-an-analysis-of-the-cysat-2023-demo-ae241e5b8ee5
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OPS-SAT Mission
Overview
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The Attack – An Abridged Version

Full Analysis: https://medium.com/the-aerospace-corporation/hacking-an-on-orbit-satellite-an-analysis-of-the-cysat-2023-demo-ae241e5b8ee5 

• Initial Access: researchers were given access to the payload to execute software which is the design of OPS-

SAT. Users get access to the payload interface to run experiments. 

• The inject - simulated supply chain injection, the implanted a vulnerable piece of code they could later exploit. 

• By injecting a vulnerability into the software, it provides defensive evasion in addition to code execution

– Exploited uploaded code with the deserialization vulnerability to execute arbitrary commands/code on the operating 

system. This technique was ultimately used to escalate to root privilege on the spacecraft.

• CAN spacecraft bus not properly implementing any segmentation – payload could send message on bus
– Execution: Exploit Code Flaws: Operating System & Lateral Movement: Exploit Lack of Bus Segregation

• Persistence: Backdoor: Software was used when injecting code into JAVA library

• Once persistence and escalation occurred, the researchers proceeded to attack the “mission” where they 

elected to affect the integrity of the imagery collected by the camera. (e.g., Execution: Modify On-Board Values: 

Science/Payload Data)

As with virtually all cyber-attacks, significant reconnaissance and resource development are required to obtain 
initial access, which in this case was a simulated software supply chain attack via the hosted payload. 

• Reconnaissance: Gather Spacecraft Communications Information: Valid Credentials
• Resource Development: Exploit/Payload
• Resource Development: Identify/Select Delivery Mechanism
• Resource Development: Upload Exploit/Payload
• Initial Access: Compromise Hosted Payload
• Initial Access: Compromise Supply Chain: Software Supply Chain

https://medium.com/the-aerospace-corporation/hacking-an-on-orbit-satellite-an-analysis-of-the-cysat-2023-demo-ae241e5b8ee5
https://sparta.aerospace.org/tactic/SPARTA
https://sparta.aerospace.org/technique/IA-0001/02/
https://sparta.aerospace.org/tactic/ST0006
https://sparta.aerospace.org/technique/EX-0009/02/
https://sparta.aerospace.org/technique/LM-0002/
https://sparta.aerospace.org/technique/PER-0002/02/
https://sparta.aerospace.org/technique/EX-0012/06/
https://sparta.aerospace.org/technique/EX-0012/06/
https://sparta.aerospace.org/tactic/ST0001
https://sparta.aerospace.org/tactic/ST0002
https://sparta.aerospace.org/tactic/ST0003
https://sparta.aerospace.org/technique/REC-0003/04/
https://sparta.aerospace.org/technique/RD-0003/01/
https://sparta.aerospace.org/technique/RD-0004/01/
https://sparta.aerospace.org/technique/RD-0004/02/
https://sparta.aerospace.org/technique/IA-0006/
https://sparta.aerospace.org/technique/IA-0001/02/
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Full Attack Flow Summarized
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So What? How Do We Prevent?

• The Thales Group presentation provided the high-level guidance, 
but SPARTA can be leveraged for detailed countermeasure guidance. 
• Using the SPARTA Navigator to create the 
attack chain and then exporting the data into Excel 
enables countermeasure identification. 
• Analysis was performed to confirm the 
associated countermeasure has application for 
specific TTPs. 

– SPARTA helps by providing a menu 
of countermeasures sorted into defense-in-depth 
categories that can help with reducing the risk of TTPs.  

• Mapping the attack chain to SPARTA TTPs, 
the below graphic from SPARTA navigator is generated. 

https://sparta.aerospace.org/navigator
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Countermeasures

• Eight countermeasures were identified

• Five of the eight would be countermeasures on the ground that would ideally prevent the vulnerable software from 
making its way onto the spacecraft. 

• The remaining three countermeasures are on-board countermeasures that would help protect and/or detect the 
spacecraft from the TTPs executed during the experiment. 

On Ground – Preventative 
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Countermeasures
In Space 



31

Takeaways cont.
Attack Flow with SPARTA Overlays

CM0016 - CWE List

CM0017 - Coding Standard
CM0019 - Static Analysis
CM0018 - Dynamic Analysis

CM0020 -Threat modeling

CM0038 - Segmentation

CM0039 - Least Privilege
CM0032 - On-board Intrusion

Detection & Prevention

CM0016 - CWE List

CM0017 - Coding Standard
CM0019 - Static Analysis
CM0018 - Dynamic Analysis

CM0020 - Threat modeling
CM0032 - On-board Intrusion

Detection & Prevention

Initial Access: Compromise Hosted Payload

Initial Access: Software Supply Chain 
Execution: Exploit Code Flaws

Execution: Exploit Code Flaws:

Lateral Movement: Exploit Lack of Bus Segregation
Persistence: Backdoor: Software

Execution: Modify On-Board Values: Science/Payload Data
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Takeaways
Must Understand the Entire Attack Chains

• Countermeasures can be deployed that can disrupt/degrade steps of the attack chain 
– Reconnaissance or Resource Development is the precursor to almost all attacks

• ~60% of the attacks from CyberInflight’s space attack database

• For attacks focusing on space segment
– Initial access can be difficult and maybe the most difficult step historically but with supply chain, insider threat, compromised 

ground, etc. the likelihood of is increasing
– As shown with the previously mentioned attack chains against spacecraft are not resilient against Execution, Persistence, 

Defense Evasion, & Lateral Movement
• Lack of process isolation/segmentation, overly permissive files/least privilege, running everything as root, lack of intrusion 

detection, logging, secure boot, software digital signatures, etc. 

• CySat experiment, Hack-a-Sat events, past DefCon attack chains are contrived/controlled tests
– However, there are validity in the TTPs used and the vulnerabilities exploited
– Validates many of the TTPs within SPARTA are accurate and the associated countermeasures in SPARTA can aide in TTP mitigation. 
– These experiments/tests also validates the importance of defense-in-depth

Since the ground controls often fail to catch the software injects or malicious 
commanding, it is recommended to implement on-board countermeasures like 
segmentation, least privilege, on-board IDS, etc. to prevent the TTPs used in 
the attack chains. 

Space Vehicles MUST be able to protect itself (i.e., zero-trust principles). These 
provide coverage of many TTPs across SPARTA

CM0009: Threat Intelligence Program

CM0002: COMSEC

CM0039: Least Privilege

CM0069: Process Whitelisting

CM0034: Monitor Critical Telemetry Points

CM0032: On-board Intrusion Detection & Prevention

CM0042: Robust Fault Management

CM0044: Cyber-safe Mode

CM0038: Segmentation

CM0029: TRANSEC

https://sparta.aerospace.org/tactic/ST0001
https://sparta.aerospace.org/tactic/ST0002
https://sparta.aerospace.org/tactic/ST0003
https://sparta.aerospace.org/tactic/ST0004
https://sparta.aerospace.org/tactic/ST0005
https://sparta.aerospace.org/tactic/ST0006
https://sparta.aerospace.org/tactic/ST0007
https://sparta.aerospace.org/related-work/did-space
https://sparta.aerospace.org/countermeasures/CM0038
https://sparta.aerospace.org/countermeasures/CM0039
https://sparta.aerospace.org/countermeasures/CM0032
https://sparta.aerospace.org/countermeasures/CM0009
https://sparta.aerospace.org/countermeasures/CM0002
https://sparta.aerospace.org/countermeasures/CM0039
https://sparta.aerospace.org/countermeasures/CM0069
https://sparta.aerospace.org/countermeasures/CM0034
https://sparta.aerospace.org/countermeasures/CM0032
https://sparta.aerospace.org/countermeasures/CM0042
https://sparta.aerospace.org/countermeasures/CM0044
https://sparta.aerospace.org/countermeasures/CM0038
https://sparta.aerospace.org/countermeasures/CM0029
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SPARTA Countermeasure Mapper / Defensive Gap Analyzer
https://sparta.aerospace.org/countermeasures/mapper

• Attack chains built in SPARTA’s navigator can help identify countermeasures against the TTPs used in the attack

– Many users do not know TTPs, they only know the countermeasures they have implemented (or plan to)…

• The SPARTA capability enables a graphical mechanism to select and deselect countermeasures from SPARTA’s 
defense-in-depth view, as the starting point, to drive TTP mitigation & security planning

– It can export the data into Excel which provides tabs for coverage and gaps from a TTP perspective, including NIST controls

• Below depicts the TTPs that have some mitigation when only applying COMSEC/TRANSEC/TEMPEST

– Green/Yellow/Orange indicates some level of coverage where Red indicates no coverage of the TTP

Excel Output

Thorough TTP Coverage No TTP Coverage

Reducing TTP Risk Each with Each Countermeasure
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https://sparta.aerospace.org

Key SPARTA Links: 
• Getting Started with SPARTA: https://sparta.aerospace.org/resources/getting-started | https://sparta.aerospace.org/resources/ 
• Understanding Space-Cyber TTPs with the SPARTA Matrix: https://aerospace.org/article/understanding-space-cyber-threats-sparta-matrix 

• Leveraging the SPARTA Matrix: https://aerospace.org/article/leveraging-sparta-matrix 
• Use Case w/ PCspooF: 

• https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c

• https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed 
• FAQ: https://sparta.aerospace.org/resources/faq 

• Matrix: https://sparta.aerospace.org
• Navigator: https://sparta.aerospace.org/navigator   |  Countermeasure Mapper: https://sparta.aerospace.org/countermeasures/mapper 
• Related Work: https://sparta.aerospace.org/related-work/did-space with ties into TOR 2021-01333 REV A

Sample Media Links:
• https://cyberscoop.com/space-satellite-cybersecurity-sparta/ 
• https://www.darkreading.com/ics-ot/space-race-defenses-satellite-

cyberattacks 

• https://thecyberwire.com/podcasts/daily-podcast/1715/notes & 
https://thecyberwire.com/newsletters/signals-and-space/6/21 

• Hacking Spacecraft using Space Attack Research & Tactic Analysis (April 2023)
• In-depth Overview - Space Attack Research & Tactic Analysis (November 2022)

Overview Briefings:

https://sparta.aerospace.org/resources/getting-started
https://sparta.aerospace.org/resources/
https://aerospace.org/article/understanding-space-cyber-threats-sparta-matrix
https://aerospace.org/article/leveraging-sparta-matrix
https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed
https://sparta.aerospace.org/resources/faq
https://sparta.aerospace.org/
https://sparta.aerospace.org/navigator
https://sparta.aerospace.org/countermeasures/mapper
https://sparta.aerospace.org/related-work/did-space
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://cyberscoop.com/space-satellite-cybersecurity-sparta/
https://www.darkreading.com/ics-ot/space-race-defenses-satellite-cyberattacks
https://www.darkreading.com/ics-ot/space-race-defenses-satellite-cyberattacks
https://thecyberwire.com/podcasts/daily-podcast/1715/notes
https://thecyberwire.com/newsletters/signals-and-space/6/21
https://sparta.aerospace.org/resources/OTR-2023-00637_SPARTA_CYSAT.pdf
https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf
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Other Aerospace Papers and Resources
Many Were Input into SPARTA

• Indiana University Space Cybersecurity Digital Badge - https://kelley.iu.edu/programs/executive-
education/programs-for-individuals/digital-badges/cybersecurity-foundations.html 

• DefCON Presentations:
– DEF CON 2020: Exploiting Spacecraft

– DEF CON 2021: Unboxing the Spacecraft Software BlackBox Hunting for Vulnerabilities

– DEF CON 2022: Hunting for Spacecraft Zero Days using Digital Twins

• Papers/Articles:
– 2019: Defending Spacecraft in the Cyber Domain

– 2020: Establishing Space Cybersecurity Policy, Standards, & Risk Management Practices

– 2021: Cybersecurity Protections for Spacecraft: A Threat Based Approach

– 2021: The Value of Space 

– 2022: Protecting Space Systems from Cyber Attack

• July 2022 Congressional Testimony:
– Video: https://science.house.gov/hearings?ID=996438A6-A93E-4469-8618-C1B59BC5A964

– Written Testimony: https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-

00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf

https://kelley.iu.edu/programs/executive-education/programs-for-individuals/digital-badges/cybersecurity-foundations.html
https://kelley.iu.edu/programs/executive-education/programs-for-individuals/digital-badges/cybersecurity-foundations.html
https://www.youtube.com/watch?v=b8QWNiqTx1c
https://www.youtube.com/watch?v=WvKtdXSRvhM
https://www.youtube.com/watch?v=t_efCpd2PbM
https://aerospace.org/sites/default/files/2019-11/Bailey_DefendingSpacecraft_11052019.pdf
https://aerospace.org/sites/default/files/2020-10/Bailey%20SPD5_20201010%20V2_formatted.pdf
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://csps.aerospace.org/sites/default/files/2021-08/Gleason-Wilson_ValueOfSpace_20200511.pdf
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
https://science.house.gov/hearings?ID=996438A6-A93E-4469-8618-C1B59BC5A964
https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf
https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf
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Theoretical Attack Chain - PCspooF
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Example Attack Chains from the Past
2022 TTE Vulnerability - PCspooF

•Research paper by Andrew Loveless, Linh 
Thi Xuan Phan, Ronald Dreslinski and Baris 
Kasikci describing an attack dubbed 
PCspooF. The academic paper expertly 
articulates a vulnerability in and exploit of 
Time-Triggered Ethernet (TTE), which is 
used as a bus service for a variety of 
spacecraft including NASA’s Orion capsule, 
NASA’s Lunar Gateway space station, and 
ESA’s Ariane 6 launcher — among others.

https://web.eecs.umich.edu/~barisk/public/pcspoof.pdf
https://web.eecs.umich.edu/~barisk/public/pcspoof.pdf
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PCspooF Potential Attack Chain

Example Attack Chains from the Past

Introducing SPARTA using PCSpooF: Cyber Security for Space Missions - https://medium.com/the-aerospace-corporation/sparta-cyber-security-for-space-missions-4876f789e41c 

A Look into SPARTA Countermeasures -https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed 

https://medium.com/the-aerospace-corporation/sparta-cyber-security-for-space-missions-4876f789e41c
https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed
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PCspooF Countermeasure Samples
Quick Way to Identify Potential Mitigations

Introducing SPARTA using PCSpooF: Cyber Security for Space Missions - https://medium.com/the-

aerospace-corporation/sparta-cyber-security-for-space-missions-4876f789e41c 

A Look into SPARTA Countermeasures - https://medium.com/the-aerospace-corporation/a-look-

into-sparta-countermeasures-358e2fcd43ed 

https://medium.com/the-aerospace-corporation/sparta-cyber-security-for-space-missions-4876f789e41c
https://medium.com/the-aerospace-corporation/sparta-cyber-security-for-space-missions-4876f789e41c
https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed
https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed
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