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About Me

* Previously was an Cybersecurity Engineer at NASA's Independent Verification and Validation Center

* Currently an Engineering Specialist at the Aerospace Corporation

— Vulnerability Researcher and Exploit Developer
* Specialize Ground Systems and Spacecraft Systems

— Perform Penetration Testing and Vulnerability Assessments
* James Web Telescope (JWST) Ground System and Space Telescope Science Institute (STScl) in Baltimore
* Huntsville Operations Support Center (HOSC) at Marshall Space Flight Center
* Near Earth Network (NEN) at Wallops Flight Center
* Space Network (SN) at White Sands Complex (WSC)
* Moonlighter (Hack-a-Sat)

— Helped develop the Space Attack Research & Tactic Analysis (SPARTA) Framework

* Member of team that won a Black Badge at DEFCON 31 from the Red Alert ICS CTF

(A AEROSPACE SPARTA

SPACE ATTACK RESEARCH & TACTIC ANALYSIS




Space Attack Research & Tactic Analysis (SPARTA) — Launched October 2022
Filling the TTP Gap for Space

* Cybersecurity matrices are industry-standard tools and approaches for commercial and government users
to navigate rapidly evolving cyber threats and vulnerabilities and outpace cyber threats
— They provide a critical knowledge base of adversary behaviors
— Framework for adversarial actions across the attack lifecycle with applicable countermeasures

* Current cybersecurity matrices (including MITRE ATT&CK) are limited to ground systems which lead to a
gap!

* Aerospace’s SPARTA is the first-of-its-kind body of knowledge on cybersecurity protections for
spacecraft and space systems, filling a critical vulnerability gap exists for the U.S. space enterprise

Space Attack Research & Tactic Analysis (SPARTA)
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SPARTA provides unclassified information to space professionals about how spacecraft may be compromised


https://attack.mitre.org/
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Assuming Initial Access Has Been Breached
More likely than you think

* Too much focus is placed on Initial Access preventing exploits
— “l got lots of firewalls”
— “I'm air-gapped”
— “l accept the risk of insider threat”

* Regardless of initial access vector, vulnerabilities can still exist!

— Malware, poor coding in software/firmware,
weak permissions/passwords, supply chain, insider, etc.

> Compromise Ground System

Compromise Ground System

Threat actors may initially compromise the ground system in order to access the target spacecraft. Once compromised,
the threat actor can perform a multitude of initial access techniques, including replay, compromising FSW deployment,
compromising encryption keys, and compromising authentication schemes. Threat actors may also perform further
reconnaissance within the system to enumerate mission networks and gather information related to ground station
logical topology, missions ran out of said ground station, birds that are in-band of targeted ground stations, and other

mission system capabilities.
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Performing the MitM
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SPACE Invader

SPARTA Cyber Exploiter (SPACE) Invader

* Acts as a rogue ground station or performs MitM attacks
* Currently utilizes 16+ SPARTATTPs

» Parsers for numerous open-source ground station CMD/TLM Stop Atiack | Pause Packet Show.
databases SPARTA TTPs: )

Show entries Search:

Timestamp Source IP Destination IP Source Port Destination Port

SPARTA TTP:

Packet Data
No data available in table

Showing 0 to 0 of 0 entries

@ AEROSPACE

IP Address 1

Choose Attack

CMD Injection Replay Packet Change Packet

[Anytime this packet is seen... ...send this packet instead

Number of times to change the packet (type 999 to change continuous packets)

Interface Packet Number of times t

Launch Change Attack  Stop Change Attack
Or
Launch MitM

Anytime a packet starts with... ...send this packet
SPARTA TTPs:

Number of times to change the packet (type 999 to change continuous packets)

Packet Number of times t

Launch Change Attack  Stop Change Attack
SPARTA TTPs: DE-0002.01




SPACE Invader (cont.)

* Exfiltrating data

* Falsify telemetry

* Ability to replay commands
* Ability to send commands
* Jamming

* Flooding

* Rogue Ground Station

* Rogue Flight Application

Demo Timell!!

SPARTATTP:

Stop Attack = Pause Packet Show
SPARTA TTPs

Show entries

Destination Source Destination
Timestamp Source IP P Port Port Packet Data

2024-04-03
17:22:13.667707

10.57.64.223

10.57.64.220 5111 000000000000000000000000000000000000000000000000000000004

2024-04-03
17:22:13.883352

10.57.64.223 = 10.57.64.220 00000000000000000000000000000000000000000000000000000000(

10.57.64.223

2024-04-03
17:22:14.026202

10.57.64.220 000000000000000000000000000000000000000000000000000000004

2024-04-03
17:22:14.161582

10.57.64.223 = 10.57.64.220 000000000000000000000000000000000000000000000000000000004

2024-04-03
17:22:14.298220

10.57.64.223 10.57.64.220 = 39064 5111 00000015000007f0f1a0fd7900000000f2600790000000000000000000(

2024-04-03 & NOS3 Flight Software Q

17:22:14.436373

10.57.64.223 = 10.57.64.220 00000bd0f1b007f0f18000040000000100000000000000000000000000

1712186649.545468
2024/04/03 23:24:09.545
1712186649 545468
2024/04/03 23:24:09.545

https://github.com/nasa/nos3



https://github.com/nasa/nos3

Attack #1 — Exfiltrating Telemetry and Command

* Automatically capture all telemetry and commands that are passed between the two systems

* Can use in later attacks

Search: U]

Destination
P

Source
Port

Destination
Port

Timestamp Source IP Packet Data

2024-04-03
17:55:16.844247

10.57.64.223  10.57.64.220 58680 5013 08c8c033000b000000340ccc000000000002

2024-04-03
17:55:19.495495

10.57.64.223 | 10.57.64.220 | 58680 5013 08c8c0340000000000350ccc000000000002

2024-04-03
17:55:22.525246

10.57.64.223  10.57.64.220 = 58680 5013 08c8c0350000000000360ccc000000000002

2024-04-03
17:55:24.899142

10.57.64.223  10.57.64.220 58680 5013 08c8c036000b000000370ccc000000000002

2024-04-03
17:55:27.814349

10.57.64.223  10.57.64.220 58680 5013 08c8c037000b000000380ccc000000000002

2024-04-03
17:55:29.982779

10.57.64.223  10.57.64.220 39938 5111 07e80123000a00120008001f4021c7b057fa3edc149ch55150763a2414

Search: gk

Destination Source Destination
Timestamp Source IP IP Port Port Packet Data
2024-04-03 10.57.64.223  10.57.64.220 = 39064 5111 07e90123000a00120008002040309eb8b5fefibcl4cf27092503750414
17:27:39.734085
2024-04-03 10.57.64.220  10.57.64.223 | 53609 6012
17:28:01.161959

Select t S cket
ARDUCAM CAM_NOOP_CC

Description: Camera NOOP Command

Status:

10

NOS3 Flight Software



SPARTA TTP

Attack #2 — Falsify Telemetry e

SPARTA TTPs:

Show entries Search:

Destination Source Destination
Timestamp Source IP P Port Port Packet Data

2024-04-03
17:55:16.844247

10.57.64.223  10.57.64.220 58680 5013 08c8c033000b000000340ccc000000000002

2024-04-03
17:55:19.495495

10.57.64.223  10.57.64.220 08c8c034000b000000350ccc000000000002

* MitM the telemetry for the camera to report only
two received commands

— SV actually receives many NOOPs but the
ground SW receives the wrong data via MitM

2024-04-03
17:55:22.525246

10.57.64.223 = 10.57.64.220 = 58680 5013 )00b000000360cccO0000000000;

2024-04-03
17:55:24.899142

10.57.64.223  10.57.64.220 08c8c036000b000000370ccc000000000002

2024-04-03
17:55:27.814349

10.57.64.223  10.57.64.220 08c8c037000b000000380ccc000000000002

2024-04-03
17:55:29.982779
Choose Attack

10.57.64.223 = 10.57.64.220 07e90123000a00120008001f4021c7b057ffa3edc149ch55150763a241:

CMD Injection Replay Packet Change Packet

JAnytime this packet is seen

send this packet instead Number of times to change the packet (type 999 to change continuous packets)

Packet to ¢ . New Packet Nun t \ange the packe

Launch Change Attack  Stop Change Attack
Or

2024-04-03 10.57.64.223 10.57.64.220 @ 58680
17:55:27.814349

Anytime a packet starts with... ...send this packet Number of times to change the packet (type 999 to change continuous packets)

08c8

2024-04-03 10.57.64.223 @ 10.57.64.220 Kitiekis  Launch Change Attack  Stop Change Attack
PACKET_TIMEFORMATTED * 17:55:20 QR2779 SPARTA TTPs: DE-0002.01Change Altack Stopped

Choose Attack

RECEIVED_TIMESECONDS *

CMD Injection Replay Packet Change Packet

RECEIVED_TIMEFORMATTED * o _
.'-'\nyume this packel IS seen...

..send this packet instead Number of times to change the packet (type 999 to change continuous packets)

RECEIVED_COUNT *

Packet to Change New Packet Number of times to change the packet

CCSDS_STREAMID Launch Change Attack  Stop Change Attack

CCSDS_SEQ_FLAGS

..... send this packet Number of times to change the packet (type 999 to change continuous packets)

CCSDS_SEQ_COUNT

0000340ccc000000000002 = 999

CCSDS_LENGTH
Launch Change Attack  Stop Change Attack

CCSDS_SECONDS SPARTA TTPs: DE-00

01Change Attack Stopped
CCSDS_SUBSECS

11 CCSDS_SPARE

12 COMMANDERRORCOUNT

13 COMMANDCOUNT

*indicates a Rows per page: 1000 = 1-14 of 14



Attack #3 - Modify Packets on the Fly

* MitM every time a CAM_NOOP__CC goes across the wire and change itto a CFS ES NOOP

Show entries

Destination Source Destination

Timestamp Source IP IP Port Port

2024-04-03
17:27:39.734085

10.57.64.223 10.57.64.220 = 39064 5111

2024-04-03
17:28:01.161959

10.57.64.220  10.57.64.223

Packet Data

07e90123000a00120008002040309ebB8b5 efifbcl4cf27092503750414

116c8c00000010000

COSMOS Command Sender

S t ect Packet
ARDUCAM

CAM_NOOP_CC

Description: Camera NOOP Command

Status: cmd("ARDUCAM CAM_NOOP_CC") sent.

Editable

1
2

n the line r

Choose Attack

CMD Injection Replay Packet Change Packet

Anytime this packet is seen... ...send this packet instead Number of times to change the packet (type 999 to change continuous pa

18c8c00000010000

1806c00000010000 999 @
Launch Change Attack  Stop Change Attack b
Or

Anytime a packet starts with send this packet Number of times to change the packet (type 999 to change continuous packets)

Packet to Change New Packet Number of times to change the packet

Launch Change Attack  Stop Change Attack

nes to change the packet (type 999 to change continuous packets)

es to change the packet (type 999 to change continuous packets)
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Attack #4 - Jamming

» Blocks all traffic to a specific IP and port

CmdTimServer

o

c » G

2 Interfaces

DEBUG

SIM_42_TRUTH_INT

Log Messages 11
Time

2024-07-11 17:00:00.690
2024-07-11 17:00:00.689
2024-07-11 17:00:00.687
2024-07-11 17:00:00.676
2024-07-11 17:00:00.490

2024-07-11 17:00:00.487

Command Sender X +

D localhost

COSMOS CmdTImServer

DISCONNECT

DISCONNECT

NORMAL
Log Level

B CAUTION

W CAUTION

© 2023 - License: AGPLV3

Search

< Clients
Connected

Rows per page

Source

DEFAULT_REDUCER__GENERIC_FSS

DEFAULT__REDUCER__GENERIC_FSS

DEFAULT__REDUCER_GENERIC_FSS

DEFAULT__REDUCER__GENERIC_FSS

DEFAULT__REDUCER__GENERIC_MAG

DEFAULT__REDUCER__GENERIC_MAG

Source

Search

Rx Bytes

146659508 665938

87361817 443461

Message
Unexpected file name conflict: /tmp
m3vto2/2024_07_11_17_00_00_DE}
Unexpected file name conflict; /tmp
m3vt02/2024_07_11_17_00_00_DEl
Unexpected file name conflict: /tmp
m3vt02/2024_07_11_17_00_00_DE}
Unexpected file name conflict: /tmp
m3vto2/2024_07_11_17_00_00_DEf
Unexpected file name conflict: /tmp
2024_07_11_17_00_00_DEFAULT_(

Unexpected file name conflis
2024_07_11_17_00_00_DEFAULT__(

07/11/2024 17:00:16 (UTC)

imp

+

QO D 127.0.01

« KaliDocs X Kali Forums ¢\ Kali NetHunter

10.57.64.223

10.57.64 223
F.500863

11
501202

b

k11 10.57.64.223
[.501528
11 10.57.64.223

501865

ection Replay Packet

10.57.64.220

47288

10.57.64.220

10.57.64.220

10.57.64.2

[N

0 47288

10.57.64 220 47288

Change Packet

B &%

Exploit-DB Google Hacking DB OffSec

5013

0941c2120264000000445eb8000000000000000000000000000000000!

0942c212008d0000004d5eb8000000000000000000000000000000000!

081bc0460013000000405eb800000000a7000000C 8106 58ccdbb

5013 0943¢21200100000046 147000000008a9999999929h9 381 e85e¢b5 1k

5013 0944¢21201020000004d614700000000950626€80026d 13000000000/

HAVOC

Flooding Attack

I.} Oxbe Oxef




Attack #5 - Flooding

* Send random data with a specific TLM APID to the ground station

=) CmdTimServer x Packet Viewer x + v = ims ak

+

™ - ct .“ 73) A
D localhost W O D 127.0.01 B ‘s%
Open application menu

_WEW - \ COSMOS Packet Viewer ) g O 2 s » Kali Docs N Kali Forums ¢\ Kall NetHunter Exploit-DB Google Hacking DB OffSec
SR— 499459

1057.64.223  1057.64.220 0945d2db00a1000001e4ae1400000000000000000000000000000000X]

CFS CFE_EVS_TLMPKT

Description: Event Services Housekeeping Telemetry Packet 57.64.223 0.57.64,22 093ac1e3001800000124b3330000000000000000008010fa02000000C

Items

Search 2 1057.64220 49811 07e90123000a0012000800264030020002fe10d63c1553c2bcef4871d4l

Index Name Value

105764223 10.57.64.22( 0870d520001a000001e4b85100000000000000000000000000000000(

PACKET_TIMESECONDS * 1720719332.419820

PACKET_TIMEFORMATTED * 2024/07/11 17:35:32.419 e Replay Packet

Change Packet Jamming Astack

RECEIVED_TIMESECONDS * 1720719332.419820 ‘ Daminaion port AN Comémenc®
RECEIVED_TIMEFORMATTED * 2024/07/11 17:35:32.419

RECEIVED_COUNT * 35407

CCSDS_STREAMID 2049

CCSDS_SEQUENCE 49276 i —

CCSDS_LENGTH 153 B91\x00"
CCSDS_SECONDS 4043374592

CCSDS_SUBSECS 44551 los3/Desktop/github
CCSDS_SPARE 0

s3/Desktop/github-n
COMMANDCOUNTER 0 Is3/Desktop/github-r

i launch

COMMANDERRCOUNTER

MESSAGEFORMATMODE

MESSAGETRUNCCOUNTER

UNREGISTEREDAPPCOUNTER I
(7 OpenC3 COSMOS (5.9.0) © 2023 - License: AGPLY3 e 07/11/2024 17:35:37 (UTC) 5 o
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Attack #6 — Rogue Ground Station

(] CmdTIimServer

2 Interfaces

Packet Viewer

localhost

COSMOS CmdTImServer

Search

Connect / D

DEBUG

SIM_42_TRUTH_INT

Log Messages Il

2024-07-11 17:53:00.272

2024-07-11 17:33:49.481

2024-07-1117:33:49.471

2024-07-11 17:33:49.458

2024-07-11 17:33:49.454

72740 444

(5.9.0) © 2023 ce AGPLV3 So

DISCONNECT

DISCONNECT

NORMAL
Log Level Source

DEFAULT__REDUCER_CFS

DEFAULT__INTERFACE__DEBUG
DEFAULT__INTERFACE__DEBUG
DEFAULT__INTERFACE__DEBUG
DEFAULT__INTERFACE__DEBUG

NEFAINT INTEDFACE NERIG

* Find the command database and load it into the tool
* Deploy commands as a normal operator

®®  SPACE Invader

& C @

Kali Linux & Kali Tools

Rows per page

Search

ge

11:54:43 113530

2024-07-11
11:54:43 113859

2024-.07-11
11:54:43.114179

2024.07-11
11:54:43.114513

Select Database ~

Send Raw CMD

Log writer out of order time detected (increase buffer

depth?): 2024-07-11 17:43:11 +0000 2024-07-11
17:42:45 +0000

CFS CFE_EVS_TLMPKT received with actual packet

length of 22 but defined length of 1

CFS CFE_EVS_TLMPKT received with actual packet

length of 22 but defined length of 160

CFS CFE_EVS_TLMPKT received with actual packet

length of 22 but defined length of 160

CFS CFE_EVS_TLMPKT received with actual packet

length of 22 but defined length of 160

CFS CFE_EVS_TLMPKT received with actual packet

07/11/2024 17:54:57 (UTC)

+

Q D 127.001

» KaliDocs X Kali Forums e\ Kali NetHunter

105764223 10.57 64 55820

10.57.64223 10.57.64.220 55920

Repiay Packet Change Packet Jamming Attack

Choose CMD

B 8%

Exploit-DB Google Hacking DB OffSec

0944c0200102000000067 ae 1000000009506 26280b2ed 1 32000000
0945c02000a1000000067 ae 100000000000000000000000000000000(

0870¢034001a00000006851200000000000000000000000000000000

Flooding Attack HAVOC
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Attack #7 — Rogue Flight Application (HAVOC)

* Supply chain compromise allows for rogue flight application to be sent with the cubesat

* Can command with the rogue ground station while mission operators are unaware

=) CmdTimServer

2 Interfaces

DEBUG

SIM_42_TRUTH_INT

Log Messages Il

2024-07-11 18:43:00.306

2024-07-11 18:10:52.866

2024-07-11 18:05:00.217

2024-07-11 17:53:00.272

2024-07-11 17:33:49.481
(" OpenC

T ®®  SPACE Invader x4+

™ = < A
O localhost W v C @ O DO 127.001
KaliLinux & KaliTools * KaliDocs N KaliForums X Kali NetHunter

01 US764.22 ) g 5111

13:02:12.740416

COSMOS CmdTImServer

2024-07-11
13:02:13.220446

1057.64.223 10.57.64.220

2024-07-11
Search 13.02:13.647094

1057.64.223 1057.64.220 48298

Replay Packet Change Packet Jamming Attack

a Clients
Connected

CMD Injection

nd:
DISCONNECT

DISCONNECT

Rows per page Select APID v || Select Function Code v Send

NORMAL Search
Log Level

Log writer out of order time dete
depth?): 2024-07-11 18:35:14 +
18:34:49 +0000

cmd("CFS CFE_ES_RESTAR

DEFAULT__REDUCER__CFS

CMD_TLM_API

Log writer out of order time dete
depth?): 2024-07-11 13.07:23 +
16:54:09 +0000

Log writer out of order time detc
depth?): 2024-07-11 17:43:11 «(
17:42:45 +0000

CFS CFE_EVS_TLMPKT receivec
lenath of 22 bt defined lenath ¢
Source 071

DEFAULT__REDUCER_CFS

DEFAULT__REDUCER__CFS

DEFAULT__INTERFACE__DEBUG
AGPLV3

B so%
Google Hacking DB OffSec
0oa OUUBLU e 303

4 2 192 ooe!

000a00120008001e403775¢31900125bc147983401206

Flooding Attack




Techniques Used >>> SPARTA Countermeasures

> Replay

Replay

Replay attacks involve threat actors recording previously recorded data streams and then resending them at a later time. This attack can be used to fingerprint systems, gain elevated privileges, or even cause a denial of

https://sparta.aerospace.org/
S ) . - countermeasures/SPARTA

> > Eavesdropping

Eavesdropping

Countermeasures Threat actors may seek to capture network communications throughout the ground station and communication channel (i.e. radio frequency, optical) used for uplink and downlink communications

EXF-0003
O
Subtechniques (2) v |

to deny ized persons ion derived from ions and to ensul ll22]]
uf such |e\ecummumcallnr\s. ‘COMSEC includes cr ic security, ission security, emissions security, and pl | |
COMSEC material. It is imperative to utilize secure communication protacols with strong cryptographic mechanisms to |
unautharized disclosure of, and detect changes to, information during transmission. Systems should also maintain the c No related MITRE ATT&CK TTPs
integrity of i ion during preparation for ion and during reception. Spacecraft should not employ a mode 1 | | |
where cryplography on the TT&C link can be disabled (i.e., crypto-bypass mmle) The nrypmgraph\c mechamsms should | |
wireless I that are deliberate attempts to achieve imitative or ption bas
parameters. @
2022/10/19
> > > Inhibit Ground System Functionality
Authenticate all communication sessions (crosslink and ground stations) for all commands before establishing remote C Prevent Downlink: Inhibit Ground SySTem Functional lty
thatis c ically based. Adding i onthe bus and ountermeasures Threat actors may utilize ground-system presence to inhibit the ground system software's ability to process (or display) telemetry, effectively leaving ground controllers unaware of vehicle activity during this time.
spacecraft is also recommended. N 5 5 — " . DE-0002.01
_m Telemetry is the only method in which ground controllers can monitor the health and stability of the spacecraft while in orbit. By disabling this downlink, threat actors may be able to stop mitigations from taking place.
Acomponentof cyber | Other i of Prevent D ink (3) v 1
) I
imperative to utilize se
to, information during
relay and replay h for ishing a remote ion or ] during reception. Spac No related Spaceshield

bus. The cryptagraphic me

communications dece 0]

2022/10/19
2024/02/29

Utilizing techniques to assure traffic flow security and confidentiality to mitigate or defeat traffic analysis attacks or redu

Utilizing techniques ta
adversary inferences.

Countermeasures

> > > Rogue Ground Station

Rogue External Entity: Rogue Ground Station

A companent of cybersecurity to deny unauthorized persons |nlormat|on derlved from

Threat actors may gain access o a victim spacecraft through the use of a rogue ground system. With this technique, the threat actor does not need access to a legitimate ground station or communication site. 5 oD el e ‘ | | ‘ ‘ | | ‘ | . ‘ | | | |
COMSEC includes ic security; ission security, emissions security, and
Other Subtechniques of Rogue External Entity (3) hd I physical security of COMSEC material. It is imperative to utilize secure communication I ! [ ! | I | I I I I | I I ! | |

protocols with strong eryptographic mechanisms to prevent unauthorized disclosure of, ] | ] | ] | | |
and detect changes to, information dunng transmission. Systems should alsn mamlaln | |

the iality and integrity of i ion during ion for and
during reception. Spacecraft should not employ a mode of operations where
cryptography on the TT&C link can be disabled (i.e., crypto-bypass mode). The 1 |
cryptographic mechanisms should idenify and reject wireless transmissions that are |
deliberate attempts to achieve imitative or rr corr

based on signal parameters. |



https://sparta.aerospace.org/countermeasures/SPARTA
https://sparta.aerospace.org/countermeasures/SPARTA

Summary e
. . "I Application Application &Di_siﬁaﬁggnmﬂmlm Coding
Defense in Depth is key!!! Securiy & ==
(FTP)
* According to SPARTA Notional Risk Scores _— =]
. HSPr (TCPIUDP)
— Rogue ground, compromised ground, % |
d ised ly chain h high risk Network - E= =
and compromised supply chain have high ris Lever Security Network |
scores to the SV Her = [ose] [ree]
atalink |, Link roxt Dats
Security Data | Sub-ayer Lk Tcsoe | [ msoe | [acssole
IA-0007 - Compromise Ground System _| I|:Iank r cnanna p—
gz::l;g ] Co::;m [ tesce ]| ™™ SCC |
IA-0001 - Compromise Supply Chain _ ve
Physi<_:a| Layer pvsical Prow-1
. . . . ﬁ:euﬁ:r::cryption) ~ r Physical I RF and Moduiation Systems I
— Add security throughout the entire mission, \

Not just at the end

* Using CCSDS (TC/TM/AQS)
SDLS improves security
immensely and HeATER O

N
mitigates many _
known TTPs

DEADBEE|
DEADBEEF ‘

Modem s T
£H

— SDLS Extended Procedures
are also available

Command and Control (C2)
The purpose of this Recommended Standard is to specify the Space Data Link Security
(SDLS) Protocol Extended Procedures (EP). It defines the Key Management, Security

Association Management, SDLS Monitoring and Control Services, and data structures
required to operate the SDLS protocol over a space link. Further, it defines the interfaces and
required data structures for proper interaction with the Space Data Link (SDL) protocols and B ulk

a security function status reporting mechanism. i
Crypto Unit

HEATER=0N DEADREEF
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https://sparta.aerospace.org/notional-risk-scores
https://public.ccsds.org/Pubs/355x0b2.pdf
https://public.ccsds.org/Pubs/355x1b1.pdf
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Space Attack Research & Tactic Analysis (SPARTA)

SARTA

Sample Media Links:

https://cyberscoop.com/space-satellite-cybersecurity-sparta/ Overview Briefin gs:

hitps:/Amww.darkreading.com/ics-ospace-race-defenses-satellite- « Using SPARTA to Conduct Space Vehicle Cyber Assessments (February 2024)

cyberattacks ST . .
: . . « DEF CON 31: Building Space Attack Chains using SPARTA (August 2023)
https://thecyb . /podcasts/daily-podcast/1715/notes &
DS, ZNEGY DEIWIE, COM/POTLAS STy -pOTLAsS noles  Hacking Spacecraft using Space Attack Research & Tactic Analysis | Video (April 2023)

https://thecyberwire.com/newsletters/signals-and-space/6/21 : . :
« In-depth Overview - Space Attack Research & Tactic Analysis (November 2022)

Key SPARTA Links:

Getting Started with SPARTA: https://sparta.aerospace.org/resources/getting-started | https://sparta.aerospace.org/resources/
Understanding Space-Cyber TTPs with the SPARTA Matrix: https://aerospace.org/article/understanding-space-cyber-threats-sparta-maitrix
Leveraging the SPARTA Matrix: hitps://aerospace.org/article/leveraging-sparta-matrix
Use Case w/ PCspooF:

*  https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c

«  https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed
FAQ: https://sparta.aerospace.org/resources/faq
Matrix: https://sparta.aerospace.org
Navigator: https://sparta.aerospace.org/navigator | Countermeasure Mapper: hitps://sparta.aerospace.org/countermeasures/mapper
Notional Risk Scores on 5x5: https://sparta.aerospace.org/notional-risk-scores
Related Work: https://sparta.aerospace.org/related-work/did-space with ties into TOR 2021-01333 REV A



https://sparta.aerospace.org/
https://sparta.aerospace.org/resources/getting-started
https://sparta.aerospace.org/resources/
https://aerospace.org/article/understanding-space-cyber-threats-sparta-matrix
https://aerospace.org/article/leveraging-sparta-matrix
https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed
https://sparta.aerospace.org/resources/faq
https://sparta.aerospace.org/
https://sparta.aerospace.org/navigator
https://sparta.aerospace.org/countermeasures/mapper
https://sparta.aerospace.org/notional-risk-scores
https://sparta.aerospace.org/related-work/did-space
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://cyberscoop.com/space-satellite-cybersecurity-sparta/
https://www.darkreading.com/ics-ot/space-race-defenses-satellite-cyberattacks
https://www.darkreading.com/ics-ot/space-race-defenses-satellite-cyberattacks
https://thecyberwire.com/podcasts/daily-podcast/1715/notes
https://thecyberwire.com/newsletters/signals-and-space/6/21
https://sparta.aerospace.org/resources/OTR202400438_SPARTA_for_SV_Assessments.pdf
https://sparta.aerospace.org/resources/OTR-2023-00989_SPARTA_DefCon2023.pdf
https://sparta.aerospace.org/resources/OTR-2023-00637_SPARTA_CYSAT.pdf
https://www.youtube.com/watch?v=l9nezXxO3iE
https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf
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CYSAT ’23: https://www.youtube.com/watch?v=19nezXxO3IiE
Other Papers and Resources CYSAT ‘24: https://www.youtube.com/watch?v={tMFI1DpAFo

o SPARWA https://sparta.aerospace.org/resources/

SPACE ATTACK RESEARCH & TACTIC ANALYSIS

* DEF CON Presentations:

— DEF CON 2020: Exploiting Spacecraft @A

— DEF CON 2021: Unboxing the Spacecraft Software BlackBox Hunting for Vulnerabilities

— DEF CON 2022: Hunting for Spacecraft Zero Days using Digital Twins AEROSPACE
— DEF CON 2023: Building Space Attack Chains using SPARTA VILLAGE

* Papers/Articles: https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
— 2019: Defending Spacecraft in the Cyber Domain
— 2020: Establishing Space Cybersecurity Policy, Standards, & Risk Management Practices
— 2021: Cybersecurity Protections for Spacecraft: A Threat Based Approach
— 2021: The Value of Space
— 2021: Translating Space Cybersecurity Policy into Actionable Guidance for Space Vehicles
— 2022: Protecting Space Systems from Cyber Attack
— 2022: An International Technical Standard for Commercial Space System Cybersecurity - A Call to Action

* July 2022 Testimony: Space and Aeronautics Subcommittee Hearing - Exploring Cyber Space:
Cybersecurity for Civil and Commercial Space Systems >

COMMITTEE /* ON

— Video: https://science.house.gov/hearings?ID=996438A6-A93E-4469-8618-C1B59BC5A964 SCIENCE [SPACE
— Written Testimony: https://republicans-science.house.gov/_cache/files/2/9/291ff6d3-0176-48bd-9c04- AND\TECHNOLOGY

00390b826aed/A8F54300A11D5S5SBEASAF2CE305C015BA.2022-07-28-bailey-testimony.pdf



https://www.youtube.com/watch?v=b8QWNiqTx1c
https://www.youtube.com/watch?v=WvKtdXSRvhM
https://www.youtube.com/watch?v=t_efCpd2PbM
https://sparta.aerospace.org/resources/OTR-2023-00989_SPARTA_DefCon2023.pdf
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
https://aerospace.org/sites/default/files/2019-11/Bailey_DefendingSpacecraft_11052019.pdf
https://aerospace.org/sites/default/files/2020-10/Bailey%20SPD5_20201010%20V2_formatted.pdf
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://csps.aerospace.org/sites/default/files/2021-08/Gleason-Wilson_ValueOfSpace_20200511.pdf
https://www.researchgate.net/publication/355909074_Translating_Space_Cybersecurity_Policy_into_Actionable_Guidance_for_Space_Vehicles
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
https://arc.aiaa.org/doi/pdf/10.2514/6.2022-4302
https://science.house.gov/hearings?ID=996438A6-A93E-4469-8618-C1B59BC5A964
https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf
https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf
https://sparta.aerospace.org/resources/
https://www.youtube.com/watch?v=l9nezXxO3iE
https://www.youtube.com/watch?v=jtMFl1DpAFo
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