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Presentation Scope Clarification
Getting on the Same Page

Moving from overwhelming list of controls to mission-relevant, risk-informed countermeasures

• This is not an overview of the full SPARTA framework, taxonomy, or toolset.

• Assumption: Audience is already familiar with SPARTA’s structure, purpose, and value.

• All space programs can increase cybersecurity protections, within cost, and schedule constraints, 

if they can prioritize countermeasures effectively.

• The focus of this presentation is narrow and targeted on the 

following key topics to help programs prioritize the

implementation of appropriate countermeasures:

– SPARTA Evolution

– What SPARTA means by Countermeasures

– From Threat Intelligence to Countermeasures

– Prioritizing Countermeasures through security controls tailoring

– Transforming security controls into Countermeasures

– Reference Implementation
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Strategic Evolution for Space Enterprise
Orchestrated with FFRDC Customers and Aerospace Support

Knowledge base is now being recognized and leveraged

OTR-2020-00016
OTR-2020-00016

2019 2021

Center for Space 

Policy & Strategy
DoD CIO Sponsored

2022

TOR-2021-01333 Rev A
TOR-2021-01333 

Rev A

Aerospace Funded

TOR-2018-02275

2018

SAF/AQ Sponsored

Call to action Definition of threats

Defense-in-Depth, 

Linkage of threats 

to mitigations

Structured TTPs, 

Dissemination of 

Knowledge

Space Segment 

Cybersecurity Profile 

for National Security 

Systems 

2023

2025

Space Platform 

Overlay for 

National Security 

Systems 

TOR-2023-02161 Rev A

https://csps.aerospace.org/sites/default/files/2021-08/Bailey_DefendingSpacecraft_11052019.pdf
https://csps.aerospace.org/sites/default/files/2021-08/Bailey_DefendingSpacecraft_11052019.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
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Understanding SPARTA Countermeasures

SPARTA countermeasures turn threat knowledge into engineering action 

bridging the gap between “what attackers do” and “how we detect/stop them.”

• What Are They?

– SPARTA countermeasures are technical, operational, and procedural safeguards aligned to adversary TTPs that help engineers 

prevent, detect, or mitigate cyberattacks on spacecraft systems.

• Each countermeasure is given a unique identifier (e.g., CM0032) and is described in terms of its purpose, implementation context, 

and the SPARTA techniques it helps address 

• Continuously updated to reflect new research and threats

• Why They Matter

– Mitigation Guidance: They provide engineering and security teams with actions they can take to reduce the likelihood or impact of a 

technique being used successfully against their system.

– Secure-by-Design Alignment: Many are aligned with secure design principles (e.g., least privilege, defense in depth).

– Mapping to Weaknesses: Countermeasures are often linked to common software/hardware weaknesses (CWEs), helping developers 

understand how to prevent exploit paths at the design or implementation level.

• Grounded in NIST SP 800-53 Rev. 5 controls and Aerospace’s Defense-in-Depth (DiD) model for space systems

– Many to many relationship where one control maps to multiple countermeasure and vice versa

• Examples

– CM0002: COMSEC, CM0034: Monitor Critical Telemetry Points, CM0032: On-board Intrusion Detection & Prevention

• Tailored & Evolving

– Tailored per mission, threat model, and assurance level

– Mapped to techniques and weaknesses (CWEs)

– Supports both design-time security and long-term resilience

https://sparta.aerospace.org/countermeasures/references
https://sparta.aerospace.org/countermeasures/references
https://sparta.aerospace.org/countermeasures/references
https://sparta.aerospace.org/related-work/did-space
https://sparta.aerospace.org/related-work/did-space
https://sparta.aerospace.org/related-work/did-space
https://sparta.aerospace.org/related-work/did-space
https://sparta.aerospace.org/related-work/did-space
https://sparta.aerospace.org/countermeasures/CM0002
https://sparta.aerospace.org/countermeasures/CM0002
https://sparta.aerospace.org/countermeasures/CM0034
https://sparta.aerospace.org/countermeasures/CM0032
https://sparta.aerospace.org/countermeasures/CM0032
https://sparta.aerospace.org/countermeasures/CM0032


5

SPARTA Countermeasures – Helping Translate (Rosetta Stone)
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Intel or Attacker Driven Countermeasure / Control / Requirement Derivation

https://sparta.aerospace.org/notional-risk-scores 

informs

https://sparta.aerospace.org/notional-risk-scores
https://sparta.aerospace.org/notional-risk-scores
https://sparta.aerospace.org/notional-risk-scores
https://sparta.aerospace.org/notional-risk-scores
https://sparta.aerospace.org/notional-risk-scores
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Cybersecurity Control Tailoring

Cybersecurity is not about checking every box; it's about mitigating actual threats. For spacecraft, that means 

customizing the baseline to fit the environment, mission, and threat profile.

CNSSI 1253

H/M/M

536 controls

TOR-2023-02161

Notional Maximum

Tailored Baseline

393 controls
{286 control overlap}

CNSSI 1253 H/M/M • CNSSI 1253 H/M/M include 536 controls, many of which are 

optimized for terrestrial systems and not directly applicable to 

spacecraft.

• Ex: TOR-2023-02161 proposes a tailored spacecraft-specific 

baseline of 393 controls, derived from threat-informed analysis and 

system constraints.

• The tailored baseline matches 286 controls with CNSSI 1253, 

demonstrating alignment with core federal security expectations while 

remaining mission-relevant.

• 107 CNSSI controls were omitted from CNSS H/M/M due to 

misalignment with spacecraft, threat surface, or operational realities 

avoiding over-engineering and system bloat.

• 250 controls from CNSSI 1253 were deemed unnecessary for 

spacecraft, illustrating the risk of blindly applying terrestrial baselines 

to orbital platforms.

• Needs tailored on implementation side for spacecraft

• TOR-2023-02161 solidifies the need for mission-specific, efficient, 

and sufficient cybersecurity protections, not maximalist checklists.

• New Space Overlay will include space platform guidance and 

justification for selection

107 controls gap

250 controls “unnecessary 

for spacecraft”

https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
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Examples of the 107 – Not in the CNSS HMM Baseline
From Upcoming Space Overlay
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Translating Into Mission-Ready Protections
Control implementation SHOULD be coordinated set of technical security capabilities (e.g., 

SPARTA Countermeasure) to achieve real security outcomes in spacecraft

• Ex: SI-7 (“Software, Firmware, and Information Integrity”) provides a broad guidelines for protecting the integrity of code 

and data but does not prescribe specific technologies or mechanisms to achieve that goal.

• In practice, fully implementing SI-7 in spacecraft requires a coordinated set of security capabilities, that could include:

– Secure boot, Software Bill of Materials (SBOM), static and dynamic code analysis, dependency and supply chain validation, 

cryptographic signatures for firmware updates, development environment hardening, onboard anomaly detection or IDS, etc.

• Compliance with SI-7 is not achieved through a single action, but through a layered and integrated defense strategy that 

touches development, supply chain, runtime verification, and update processes.

• From an engineering perspective, SI-7 does not translate to a single requirement or test case instead, it must be 

interpreted and decomposed into multiple testable, traceable requirements aligned to the system architecture.

• SPARTA shows, robust implementation of a control like SI-7 spans multiple lifecycle stages, including:

– Early design threat modeling (to inform which parts of FSW need integrity protection) {CM0020}

– Development-time assurance (e.g., static analysis, SBOM) {CM0019, CM0012}

– Deployment protections (e.g., secure boot, digital signature enforcement) {CM0014, CM0021}

– On-orbit detection and response (e.g., monitoring unexpected process behavior or memory tampering) {CM0032}

• The takeaway: A control like SI-7 must be translated into specific security countermeasures, and these countermeasures 

must be implemented collectively to provide real, mission-relevant and mission-specific protections (i.e., mission tailoring). 

– Simply stating “we comply with SI-7” is insufficient unless it’s tied to concrete evidence of these layered protections.

It’s not just the “right controls” – but the interpretation matters!!!!

https://sparta.aerospace.org/countermeasures/references/SI-7
https://sparta.aerospace.org/countermeasures/references/SI-7
https://sparta.aerospace.org/countermeasures/references/SI-7
https://sparta.aerospace.org/countermeasures/CM0020
https://sparta.aerospace.org/countermeasures/CM0019
https://sparta.aerospace.org/countermeasures/CM0012
https://sparta.aerospace.org/countermeasures/CM0014
https://sparta.aerospace.org/countermeasures/CM0021
https://sparta.aerospace.org/countermeasures/CM0032
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Many to Many Goes the Other Way
One Countermeasure to Several Controls

• Previous slide shows SI-7 can be interpreted / translated to numerous countermeasures in SPARTA

– Same applies where one countermeasure encompasses several controls

• SPARTA Countermeasures represent security principles such as Least Privilege, Secure Boot, etc.

– These are not 1-to-1 mappings to NIST controls; they represent goals that span multiple lifecycle phases and require 

composite implementation.

• Ex: CM0039: Least Privilege

– Typically thought of as only AC-6

• In reality, CM0039 spans a wide range of controls, including:

– Account control and access restrictions (AC-2, AC-3 variants, AC-6)

– Execution and domain separation (SC-2(2), SC-32(1), SC-49, SC-50)

– Minimized system complexity and functionality (CM-7, CM-7(5), CM-7(8))

– Architectural enforcement and layering (PL-8, SA-8 series)

– Security-driven development practices (SA-3, SA-4(9), SA-17(7))

– If you just implement one NIST control (e.g., AC-6), you might technically 

meet the letter of a checklist, but you’ve missed the intent and full protective posture.

• You cannot implement "Least Privilege" meaningfully by turning on just one control as it requires cross-

cutting design, enforcement, and verification mechanisms. 

SPARTA Countermeasures Have Application Across the Spacecraft Architecture and Lifecycle

https://sparta.aerospace.org/countermeasures/CM0039
https://sparta.aerospace.org/countermeasures/CM0014
https://sparta.aerospace.org/countermeasures/CM0039
https://sparta.aerospace.org/countermeasures/references/AC-6
https://sparta.aerospace.org/countermeasures/references/AC-6
https://sparta.aerospace.org/countermeasures/references/AC-6
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Applying Least Privilege across Spacecraft Architecture

Interpretation matters!!!!

This is a large gap when applying controls or RMF in general to spacecraft. 

• Flight Software (FSW) / Command & Data Handling (C&DH)

– Only allow processes/modules to access the memory, telemetry points, and device 

interfaces they explicitly require.

– Example (execution and domain separation)

• The thermal control module cannot issue propulsion commands.

• The payload application can only access its own data buffer and not system logs or 

bus telemetry.

– Sample Controls: AC-6, CM-7, SC-2(2), SA-8(14)

• Communications Subsystem (COMM)

– Restrict which processes can send/receive commands or telemetry through 
uplinks/downlinks.

– Example (account control and access restrictions)

• Only the secure command validation module can forward uplinked commands to the 

C&DH.

• Downlink interfaces are isolated from command processing to prevent spoofed echo 

injection.

– Sample Controls: SC-7(10), AC-3, SC-16(2), CM-7(8)

• Attitude Determination and Control System (ADCS)

– Restrict command access to attitude actuators to authorized modes and subsystems.

– Example (minimized system complexity and functionality)

• Safe-mode software cannot execute precision maneuver commands.

• Only ground-validated command sequences can change the inertial reference frame.

– Sample Controls: AC-3(13), SA-17(7), SA-8(15)

• Cryptographic Subsystem / Key Management

– Access to stored keys or key-handling routines is limited to cryptographic modules.

– Example (architectural enforcement and layering)

• Command validation routines can access keys, but telemetry generation software 

cannot.

• Key update functions are write-only to FSW and verified via digital signature.

– Sample Controls: AC-4(2), SC-12, SC-13, SA-8(9), SA-8(23)

• Bootloader / Firmware

– Ensure only authorized processes can trigger reboots or upload firmware.

– Example (security-driven development practices)

• The update daemon must validate cryptographic signatures before applying 

firmware.

• The bootloader prevents any process from modifying its own memory region after 
execution begins.

– Sample Controls: SI-7(8), CM-7(5), PL-8(1), SA-8(19)
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Example on Most Missions
Where Control Interpretation Matters….

• SPARTA CM: On-board Intrusion Detection & Prevention

– 62 controls mapped to this CM in SPARTA

• 47 of which are on in the H/M/M baseline

• Using/combining only those 47 controls “should” 

result in an IDS/IPS being deployed on the spacecraft

– But yet, it doesn’t? Why?

• Hard pressed to find a different interpretation of the 

items in green to not mean IDS/IPS on the spacecraft

– Logging, recovery/reconstitution, Self-analysis,

denial-of-service protection, malicious code protection,

system monitoring, system-wide IDS, indicators of 

compromise, memory protection, etc.

• It is important to understand countermeasures (i.e.,

security capabilities) that are required to mitigate

certain attacker techniques and leverage resources

and guidance from NIST/CNSSI where appropriate

to influence implementation/interpretation

https://sparta.aerospace.org/countermeasures/CM0032
https://sparta.aerospace.org/countermeasures/CM0032
https://sparta.aerospace.org/countermeasures/CM0032
https://sparta.aerospace.org/countermeasures/CM0032
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Asking AI to Interpret the 47 Controls

• Onboard System Security: Implementing the NIST 

800-53 controls directly within the spacecraft’s 

onboard systems, emphasizing autonomous 

security, real-time monitoring, and protection of 

critical hardware and software components.

• Mission Resilience and Recovery: Spacecraft’s 

ability to withstand and recover from attacks or 

failures, focusing on redundancy, recovery 

mechanisms, and proactive threat mitigation to 

ensure mission continuity.

• Mission-Aware Cyber Monitoring and Detection: 

These controls demand the ability to monitor, 

detect, and alert on anomalous activity across 

the spacecraft.

• Space-Adapted Incident Response and 

Forensics: This set of controls supports the 

ability to detect, analyze, and respond to cyber 

incidents across all mission phases.

Enter SPARTA countermeasures….space focused, lifecycle application, driven by attacker techniques

Using the below 47 controls from NIST 800-53, could you give me your interpretation of what that would 

translate to on the spacecraft? Give me 2 different interpretations of what technology, security capability, 

countermeasure, etc. 

Grok ChatGPT
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• Some programs do not follow the RMF process correctly 

– Spacecraft implementation of CNSSI 1253 HMM baseline should include an on-board IDS, because the 

baseline calls for it as shown in previous 2 slide, and the threat landscape justifies it 

• But why do our current systems not have them? 

– Bad interpretation of controls and lack of threat awareness, if security analysis concludes that one 

is not needed then training on effective tailoring, as defined in CNSSI 1253, is what can remedy 

this

• SPARTA countermeasures recommendations for a spacecraft illustrate effective tailoring

– Improper allocation of resources when recommended but not within cost/schedule constraints

• Regardless of how you do RMF, SPARTA has the features to recommend a list of specific 

countermeasures any modern NSS spacecraft should implement if it is to address threats 

common to all spacecraft.  

– By necessity, the list is large

• However, SPARTA has and will improve features to help program focus on the subset that is most likely 

to deliver value to a specific program 
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Security is a Many-to-Many Problem

• Attacker techniques don’t exploit just one gap/one control deficiency

– They exploit the absence of multiple controls.

• Example: A privilege escalation attack may exploit weak account 

management (AC-2), lack of access enforcement (AC-3), and missing 

process isolation (SC-32).

• A single NIST control only addresses part of a technique, and often 

only in one lifecycle phase (e.g., AC-6 may define least privilege, but 

it doesn’t enforce it in software design or execution domains).

• SPARTA Countermeasures represent defense-in-depth strategies.

– Each one maps to multiple NIST controls, implemented across 

development, architecture, runtime, and policy.

– Each one also mitigates multiple techniques, not just one.

• Implement the CM in the context of the technique it is addressing

– Memory injection is different than lateral movement from payload

• EX-0012.03: Modify On-Board Values: Memory Write/Loads

• LM-0001: Hosted Payload

– Memory injection could be related to FSW, Operating System

– Hosted payload could be more bus level access control

Same as Std. IT 

and ATT&CK
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Spacecraft Decomposition Tool - https://sparta.aerospace.org/sc-decomp 

Space 
Vehicle

C&DH

Crypto

ADCS

FSW

EX-0006: Disable/Bypass 
Encryption

EX-0005: Exploit 
Hardware/Firmware Corruption 

EX-0001.01: Replay: Command 
Packets

Actuator

Attitude 

Sensor

EX-0012.03: Modify On-Board 
Values: Memory Write/Loads

IA-0001.02: Software Supply 
Chain 

EX-0012.08: Modify On-Board 
Values: ADCS

EX-0005: Exploit 
Hardware/Firmware Corruption 

EX-0014.03: Spoofing: Sensor 
Data

EX-0013.02: Flooding: Erroneous 
Input

EX-0012.03: Modify On-Board 
Values: Memory Write/Loads

Reaction 
Wheel

Star Tracker

…

…
…

…

Countermeasures, NIST 800-160 

Vol 1 / Vol 2, & CWE classes to 

mitigate when designing the 

subsystem/component

Another way to approach 

countermeasures

Components vice System Level

https://sparta.aerospace.org/sc-decomp
https://sparta.aerospace.org/sc-decomp
https://sparta.aerospace.org/sc-decomp
https://sparta.aerospace.org/technique/EX-0006/
https://sparta.aerospace.org/technique/EX-0006/
https://sparta.aerospace.org/technique/EX-0006/
https://sparta.aerospace.org/technique/EX-0006/
https://sparta.aerospace.org/technique/EX-0005
https://sparta.aerospace.org/technique/EX-0005
https://sparta.aerospace.org/technique/EX-0005
https://sparta.aerospace.org/technique/EX-0005
https://sparta.aerospace.org/technique/EX-0001/01/
https://sparta.aerospace.org/technique/EX-0001/01/
https://sparta.aerospace.org/technique/EX-0001/01/
https://sparta.aerospace.org/technique/EX-0001/01/
https://sparta.aerospace.org/technique/EX-0012/03/
https://sparta.aerospace.org/technique/EX-0012/03/
https://sparta.aerospace.org/technique/EX-0012/03/
https://sparta.aerospace.org/technique/EX-0012/03/
https://sparta.aerospace.org/technique/EX-0012/03/
https://sparta.aerospace.org/technique/EX-0012/03/
https://sparta.aerospace.org/technique/IA-0001/02/
https://sparta.aerospace.org/technique/IA-0001/02/
https://sparta.aerospace.org/technique/IA-0001/02/
https://sparta.aerospace.org/technique/IA-0001/02/
https://sparta.aerospace.org/technique/EX-0012/08/
https://sparta.aerospace.org/technique/EX-0012/08/
https://sparta.aerospace.org/technique/EX-0012/08/
https://sparta.aerospace.org/technique/EX-0012/08/
https://sparta.aerospace.org/technique/EX-0012/08/
https://sparta.aerospace.org/technique/EX-0012/08/
https://sparta.aerospace.org/technique/EX-0005
https://sparta.aerospace.org/technique/EX-0005
https://sparta.aerospace.org/technique/EX-0005
https://sparta.aerospace.org/technique/EX-0005
https://sparta.aerospace.org/technique/EX-0014/03
https://sparta.aerospace.org/technique/EX-0014/03
https://sparta.aerospace.org/technique/EX-0014/03
https://sparta.aerospace.org/technique/EX-0014/03
https://sparta.aerospace.org/technique/EX-0013/02
https://sparta.aerospace.org/technique/EX-0013/02
https://sparta.aerospace.org/technique/EX-0013/02
https://sparta.aerospace.org/technique/EX-0013/02
https://sparta.aerospace.org/technique/EX-0012/03
https://sparta.aerospace.org/technique/EX-0012/03
https://sparta.aerospace.org/technique/EX-0012/03
https://sparta.aerospace.org/technique/EX-0012/03
https://sparta.aerospace.org/technique/EX-0012/03
https://sparta.aerospace.org/technique/EX-0012/03
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Narrowing Down Countermeasures @ Spacecraft (system level)
Notional Risk Score Between 21-25

Potential Requirements via 

Excel Export

Or via 

NIST 

control

P
o

te
n

ti
a

l
C

o
u

n
te

rm
e
a

s
u

re
s

https://sparta.aerospace.org/navigator 

https://sparta.aerospace.org/navigator
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An Application of Down Selecting Baseline Countermeasures
AEROSPACE REPORT NO. TOR-2023-02161 - REV A

SPARTA Tools Provide List of Countermeasures to Consider to Mitigate Techniques, 

but May Need to Prioritize

https://sparta.aerospace.org/resources/TOR-2023-02161-
RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf 

.

.

.

Maybe I can’t afford all? 

How do I prioritize?

https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
https://sparta.aerospace.org/resources/TOR-2023-02161-RevA%20Space%20Segment%20Cybersecurity%20Profile.pdf
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How Do I Prioritize Countermeasures?
Manually / SME

• In general threats/attacker techniques {SPARTA NRS or real intel} should drive countermeasure selection

– Compliance is real and we must also adhere to CNSSI (e.g., HMM baseline). Why not have both? (CM <> Controls)

– Assumption: Already established the threats/attacker techniques that are deemed important/detrimental to my mission

Concepts to consider when prioritizing:

• Mission Impact & Criticality

• Is the countermeasure protecting a mission-critical function or high-assurance subsystem (e.g., C&DH, propulsion, ADCS)?

• Would its absence lead to irreversible mission degradation?

• Technical Feasibility / Architecture Compatibility

– Can it be implemented on your spacecraft given SWaP (Size, Weight, and Power) constraints?

– Do I already have that countermeasure in my baseline? (e.g., COMSEC)

– Does it require hardware redundancy or architectural features not present in your system?

• Technology Readiness Level (TRL)

– Is the countermeasure spaceflight-proven, or is it low TRL and risky to implement on your timeline?

– Has it been demonstrated in similar spacecraft or in your operational environment?

• Cost and Schedule Impact

– What are the labor hours, hardware mods, or software changes required?

– Does it require significant redesign, external coordination, or long-lead items?

• Defense-in-Depth Contribution

– Does it complement other mitigations? Is it a single point of failure or part of a layered defense?

– Can it reduce residual risk when paired with other controls?
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Generic COST

$,$$,$$$,$$$$
FEASABILITY

EFFICACY

Generically at Scale

Grouped

SPARTA 3.2
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COST

(1-4)

FEASIBILITY

(4-1)

EFFICACY

# of Techniques 

Mitigated

Average NRS 

of Techniques

E.g., 44 techniques mitigated translates to weight 1.44

NRS Average value sorted into 3 buckets based on score 

FINAL SCORE

(lowest score = best value)

Alpha Version: SPARTA’s NOTIONAL Countermeasure Prioritization
Attemping to Generically Prioritize SPARTA’s Countermeasures
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Alpha Version: SPARTA’s NOTIONAL Countermeasure Prioritization

SPARTA Countermeasure Tiering and Applicability
• Objective: Prioritize and categorize SPARTA cyber 

countermeasures based on cost, feasibility, and efficacy to 
guide implementation across space missions.

Three-Tier Prioritization Approach
• Tier 1 CMs:

Most critical and feasible protections. Recommended for all 
missions to consider as the are foundational with high impact 
and lower implementation cost.

• Tier 2 CMs:
Valuable protections but may involve moderate complexity, 
cost, or lower impact. Should be evaluated for mission-
specific relevance.

• Tier 3 CMs:
Advanced, emerging, or niche protections. Often high-cost or 
low-TRL; consider for highly capable or high-risk missions.

Platform-Based Applicability

• Onboard Spacecraft CMs: Protect in-flight assets and 
detect/respond to adversarial behavior on-orbit.

• Process / Ground / Development CMs: Address 
cybersecurity within design, development, testing, and 
mission control environments.

How to Use This Information

• Start with Tier 1 CMs relevant to both onboard and 
ground/dev domains.

• Assess Tier 2 CMs for mission risk, cost, and feasibility.

• Consider Tier 3 CMs for advanced threat environments or 
when TRL and budget permit.

• Use applicability (spacecraft vs. ground) to guide where and 
how each CM should be implemented.
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Applying Approach to Sample Mission
Using SPARTA’s NOTIONAL Countermeasure Scores

• Start with the full list of recommended countermeasures from SPARTA that were derived from applicable 

SPARTA techniques

• Take the list of existing countermeasures already implemented/planned (e.g., COMSEC, Ground Security)

– Perform gap analysis

• Could leverage the HMM baseline as starting point, but …

– Can lead to blind spot as the controls can be interpreted in many ways and often not interpreted across the 

lifecycle nor all the applicable systems, sub-systems, interfaces, component, etc.

– As discussed, controls need to be interpreted multiple times over for the appropriate system, sub-system, 

interface, component, etc. >>> Countermeasures guidance in SPARTA contains guidance to assist

• Getting to that “top SPARTA countermeasures”

– Top 5 for the Developer/Development {Not onboard the spacecraft}

CM0019 Static Testing

CM0016 CWE List

CM0017 Coding Standard

CM0015 Software Source Control

CM0004 Development Environment Security

To prevent weak SW making its way onto

the spacecraft likely already required via NIST RMF

Custom CWE list likely not required unless Application

STIG compliance is required
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Applying Approach Specifically to Sample Mission (cont.)
Getting to that Top SPARTA Countermeasures for Onboard Spacecraft

Let’s Validate the Recommended Countermeasures with Another Information Source

• CM0002 COMSEC

• CM0034 Monitor Critical Telemetry Points

• CM0031 Authentication

• CM0030 Crypto Key Management

• CM0043 Backdoor Commands

• CM0036 Session Termination

• CM0040 Shared Resource Leakage

• CM0072 Protocol Update / Refactoring

• CM0042 Robust Fault Management

• CM0006 Cloaking Safe Mode

• CM0032 On-board Intrusion Detection & Prevention

• CM0069 Process Whitelisting

• CM0035 Protect Authenticators

• CM0033 Relay Protection

• CM0048 Resilient Position, Navigation, and Timing

• CM0029 TRANSEC

• CM0039 Least Privilege

• CM0038 Segmentation

• CM0014 Secure boot

• CM0021 Software Digital Signature

• CM0034 Monitor Critical Telemetry Points

• CM0043 Backdoor Commands

• CM0036 Session Termination

• CM0032 On-board Intrusion Detection & Prevention

• CM0039 Least Privilege

• CM0038 Segmentation

• CM0014 Secure boot & CM0021 Software Digital Signature

Already in Baseline/Plan

Recommended Top Base on SPARTA’s NOTIONAL CM Scores
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Essential Spacecraft Security Capabilities - Derived from IEEE P3349/P3536 Std
https://www.researchgate.net/publication/382524612_Minimum_Requirements_for_Space_System_Cybersecurity_-Ensuring_Cyber_Access_to_Space 

Identify single points of 

failure for components for 

spacecraft

Identify techniques (CWEs) 

that cause component 

failures

Identify secure-by-design 

principles that design out 

techniques

Identify minimum number of 

principles to address 

techniques

1

2

3

4

Some Key Principles: Least Privilege, Domain Separation, 

Commensurate Protection, Commensurate Trustworthiness, 

Continuous Protection, Integrity Checks, Compositional 

Trustworthiness, Substantiated Trustworthiness, Consistency Analysis, 

Adaptive Management, Anomaly Detection, Least Sharing

https://www.researchgate.net/publication/382524612_Minimum_Requirements_for_Space_System_Cybersecurity_-Ensuring_Cyber_Access_to_Space
https://www.researchgate.net/publication/382524612_Minimum_Requirements_for_Space_System_Cybersecurity_-Ensuring_Cyber_Access_to_Space
https://www.researchgate.net/publication/382524612_Minimum_Requirements_for_Space_System_Cybersecurity_-Ensuring_Cyber_Access_to_Space
https://www.researchgate.net/publication/382524612_Minimum_Requirements_for_Space_System_Cybersecurity_-Ensuring_Cyber_Access_to_Space


26

Top Four Design Principles from IEEE Analysis

• Least Privilege: Each system element is allocated privileges that are necessary to accomplish its specified 

functions but no more

– The application of the principle of least privilege means allocating to a system element only the privileges that are 

necessary to permit that element to perform the functions required of it. This could include a need to modify, delete, use, 

or configure a resource, or to authorize, start/enable, or stop/disable a process.

• Domain Separation: Domains with distinctly different protection needs are physically or logically separated

– This is achieved through the control of information flow and data between domains as well as control over the use of a 

system capability between domains. This distinction may include separating critical functions from less critical functions, 

such as separating the flight control functions to the payload. 

• Anomaly Detection: Any salient anomaly in the system or its environment is detected in a timely manner that 

enables effective response action. 

– The purpose of anomaly detection is to identify the need to take corrective action to address a loss condition that has 

occurred or that will occur if conditions that affect the system behavior are allowed to persist. Anomaly detection is 

critical to achieving loss control objectives to prevent and limit loss and its adverse effects. The “timely manner” aspect of 

anomaly detection reflects the urgency to detect emerging loss conditions as early as possible. Early detection increases 

response action options, such as graduated response options, and ensures that response actions have sufficient time to 

have an effect. 

• Integrity Checks: Apply and validate checks of the integrity or quality of data, components (HW/SW), or 

services to guard against surreptitious modification. 

* From NIST 800-160 vol 1 & 2
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Helps Address Aspects of Many High-Risk Technique from SPARTA
Extending Beyond COMSEC & Ground Security Only

Least Privilege

Domain Separation

Anomaly Detection 

Integrity Checks
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Contextual Premise – Why Add?
Consensus Across NIST 800-160, 800-53, and SPARTA Countermeasure Prioritization

• Initial protections (COMSEC, AuthN, Key Mgmt) only guard entry points and not post-access or insider threats

– Adversaries may exploit legitimate access, bypass command checks, or move laterally once onboard

– Spacecraft are deterministic and resource-constrained so early anomaly detection is critical

– Assume breach mindset requires onboard protections that detect, isolate, and contain malicious activity

• Justification for Additional SPARTA Countermeasures

– Monitor Critical Telemetry (CM0034): Detects subsystem misuse, signal tampering, behavioral drift, or stealthy attacks

– Backdoor Commands (CM0043): Prevents using valid but unauthorized hardware or maintenance commands

– Session Termination (CM0036): Prevents session hijacking or abuse after mission access is granted

– Onboard IDS/IPS (CM0032): Enables real-time detection & response without waiting for ground contact

– Least Privilege (CM0039): Limits damage if credentials or processes are compromised

– Segmentation (CM0038): Prevents adversaries from pivoting between processes or domains (e.g., payload → bus)

– Secure Boot & Signed Software (CM0014, CM0021): Validates all code running on-board to prevent implants

Aligns with Key NIST 800-160 v1/v2 Secure-by-Design Principles that Support Resilience

Least Privilege: Reduces impact radius of malicious or misused access.

Domain Separation: Isolates critical subsystems to prevent cascading compromise.

Anomaly Detection: Finds threats without known signatures via behavioral deviations.

Integrity Checks: Ensures commands, configs, and software remain untampered.
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Not Good Enough … Need to Move to Requirements

Difference Between Controls & Requirements

• Justing saying “secure boot” likely not good enough

      or

• Levying CNSS Control SI-7(9) 

– Verify the integrity of the boot process of the following system 

components: [Assignment: organization-defined 

system components].

– Can translate to 16 design shalls 

• https://sparta.aerospace.org/countermeasures/references/SI-7/9

https://sparta.aerospace.org/countermeasures/references/SI-7/9
https://sparta.aerospace.org/countermeasures/references/SI-7/9
https://sparta.aerospace.org/countermeasures/references/SI-7/9
https://sparta.aerospace.org/countermeasures/references/SI-7/9
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Requirements Linked to Countermeasures
Sample Requirements from SPARTA (not all encompassing) 

• The [spacecraft] shall enforce approved authorizations for controlling the flow of information within the platform and between 

interconnected systems so that information does not leave the platform boundary unless it is encrypted. AC-3(3),AC-3(4),AC-4,AC-

4(6),AC-4(21),CA-3,CA-3(6),CA-3(7),CA-9,IA-9,SA-8(19),SC-8(1),SC-16(3)

• The [spacecraft] security implementation shall ensure that information should not be allowed to flow between partitioned 

applications unless explicitly permitted by the system. AC-3(3),AC-3(4),AC-4,AC-4(6),AC-4(21),CA-9,IA-9,SA-8(3),SA-8(18),SA-8(19),SC-2(2),SC-

7(29),SC-16,SC-32

• The [spacecraft] shall implement boundary protections to separate bus, communications, and payload components 

supporting their respective functions. AC-3(3),AC-3(4),CA-9,SA-8(3),SA-8(14),SA-8(18),SA-8(19),SA-17(7),SC-2,SC-2(2),SC-7(13),SC-7(21),SC-7(29),SC-16(3),SC-

32,SI-3,SI-4(13),SI-4(25)

• The [spacecraft] shall maintain a separate execution domain for each executing process. SA-8(14),SA-8(19),SC-2(2),SC-7(21),SC-39,SI-

3

• The [spacecraft] shall employ the principle of least privilege, allowing only authorized accesses processes which are 

necessary to accomplish assigned tasks in accordance with system functions. AC-3,AC-6,AC-6(9),CA-9,CM-5,CM-5(5),CM-5(6),SA-8(2),SA-

8(5),SA-8(6),SA-8(14),SA-8(23),SA-17(7),SC-2,SC-7(29),SC-32,SC-32(1),SI-3

• The [spacecraft] shall isolate mission critical functionality from non-mission critical functionality by means of an isolation 

boundary (e.g. via partitions) that controls access to and protects the integrity of, the hardware, software, and firmware that 

provides that functionality. AC-3(3),AC-3(4),CA-9,SA-8(3),SA-8(19),SA-17(7),SC-2,SC-3,SC-3(4),SC-7(13),SC-7(29),SC-32,SC-32(1),SI-3,SI-7(10),SI-7(12)

• The [spacecraft] shall monitor and collect all onboard cyber-relevant data (from multiple system components), including 

identification of potential attacks and sufficient information about the attack for subsequent analysis. AC-6(9),AC-20,AC-

20(1),AU-2,AU-12,IR-4,IR-4(1),RA-10,SI-3,SI-3(10),SI-4,SI-4(1),SI-4(2),SI-4(7),SI-4(24)

• The [spacecraft] shall generate cyber-relevant audit records containing information that establishes what type of event 

occurred, when the event occurred, where the event occurred, the source of the event, and the outcome of the event. AU-

3,AU-3(1),AU-12,IR-4,IR-4(1),RA-10,SI-3,SI-3(10),SI-4(7),SI-4(24)

• The [spacecraft] shall provide automated onboard mechanisms that integrate audit review, analysis, and reporting processes 

to support mission processes for investigation and response to suspicious activities to determine the attack class in the 

event of a cyber attack. AU-6(1),IR-4,IR-4(1),IR-4(12),IR-4(13),PM-16(1),RA-10,SA-8(21),SA-8(22),SC-5(3),SI-3,SI-3(10),SI-4(7),SI-4(24),SI-7(7)

• The [spacecraft] shall be designed and configured so that spacecraft memory can be monitored by the on-board intrusion 

detection/prevention capability. RA-10,SA-8(21),SI-3,SI-3(10),SI-4,SI-4(1),SI-4(24),SI-16

• The [spacecraft] shall have on-board intrusion detection/prevention system that monitors the mission critical components or 

systems. RA-10,SC-7,SI-3,SI-3(8),SI-4,SI-4(1),SI-4(7),SI-4(13),SI-4(24),SI-4(25),SI-10(6)

Countermeasures 

 

  “Shalls”   
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Summary / Conclusion
The Tiered SPARTA Countermeasure Model

The tiered model enables structured, transparent, and risk-aligned cybersecurity decisions across the mission 

ensuring engineering effort is focused where it provides the greatest mission impact.

• Tiered SPARTA CM Model transforms SPARTA into a better decision-making tool

• Security becomes scalable, measurable, and mission-driven

– Threat-informed prioritization

– Commensurate security investment aligned to mission risk

– Differentiation between foundational, enhanced, and advanced resilience controls

– Sample acquisition language tied to threat coverage and mission impact

• How to Use It in Practice

– Assess adversary capability, mission criticality, and operational environment.

– Select CM Tier appropriate for mission

• Tier 1: Foundational mission assurance

• Tier 2: Elevated threat environment

• Tier 3: Contested / high-value mission

– Integrate into the Lifecycle during requirements definition, architecture design, trade studies, verification & validation

– Reassess Over Time

• Adjust tiers as threat posture, mission phase, or risk tolerance changes.
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